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Abstract: 

Resilience is the ability of the network to provide and maintain an acceptable level of 
service in the face of various challenges to normal operation. We engineer the system to 
resist these challenges and to recognize the impact if the defence could not isolate the 
effects. In this case the system services must remain accessible whenever possible and 
degrade gracefully when necessary. While the system performance is degraded the 
correctness of all operations must be ensured. As soon as the challenge ended the system 
must automatically and rapidly recover from degradation to normal operation. To 
improve future operation of the system a resilient system has to learn from past incidents 
and refine its mechanism to resist and to detect challenges and to recover from 
degradation. 

The deliverable provides a set of core definitions essential to the Resilience and Security 
Framework. Afterwards, the resilience framework is introduced which is based on four 
axioms, supported by a set of principles.  

Based on these axioms and principles we investigated current network systems from a 
service-oriented point of view. Detailed descriptions of network services and possible 
threats to them are given. From these we derived example service failures which are 
illustrated by an example scenario. The result of this investigation is our six-step two-
phase strategy D2R2 +DR for resilient network systems. 
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Change Note: 

This document has been called "First draft of the security framework" in the project 
proposal. Following the initial months of work in the project, we changed its title to 
“First draft of the resilience and security framework” to reflect the balance of work that 
will be carried out in this task. 



Executive Summary 

Consumers rely on networks for access to information and services, personal finance, and 
for communication with others. The Internet has become indispensable to the routine 
operation of businesses and to the global economy. Therefore, the consequences to 
disruption of the network are increasingly severe, and threaten the financial health of 
business, and the economic stability and security of nations. With the increasing 
importance of the Internet, so follows its attractiveness as a target of: recreational and 
professional crackers, terrorists, and from information warfare. 

We therefore regard resilience and survivability as critical to the future of our network 
infrastructure. Resilience is the ability of the network to provide and maintain an 
acceptable level of service in the face of various challenges to normal operation. We 
engineer the system to resist these challenges and to recognize the impact if the defence 
could not isolate the effects. In this case the system services must remain accessible 
whenever possible and degrade gracefully when necessary. While the system 
performance is degraded the correctness of all operations must be ensured. As soon as the 
challenge ended the system must automatically and rapidly recover from degradation to 
normal operation. To improve future operation of the system a resilient system has to 
learn from past incidents and refine its mechanism to resist and to detect challenges and 
to recover from degradation. 

The deliverable provides a set of core definitions essential to the Resilience and Security 
Framework. Afterwards, the resilience framework is introduced which is based on four 
axioms: 

A0. The Inevitability of Faults  
A1. Understand Normal Operations  
A2. Expect Adverse Events and Conditions  
A3. Respond to the Adverse Events and Conditions 

These axioms are supported by a set of principles: 

P1. Service Requirements determine the need for network resilience  
P2. Normal Behaviour must be specified, verified, and refined through monitoring 

to understand normal operations  
P3. Threat and Challenge Models are essential to understanding and detecting 

potential adverse events and conditions  
P4. Metrics are needed to measure and engineer network resilience  
P5. Resource Tradeoffs determine the deployment of resilience mechanisms  
P6. Complexity of the network in general, and resilience in particular, must be 

reduced to maximise overall resilience  



P7. Multilevel Resilience is needed with respect to protocol layer, protocol plane, 
and hierarchical network organisation  

P8. Translucency is needed to control the degree of abstraction vs. the visibility 
between levels 

P9. Trust and Policy relationships are necessary in multiuser, multiprovider 
networks; resilience mechanisms must consider this tussle  

P10. Redundancy in space and time increases resilience against faults and some 
challenges  

P11. Diversity in space, time, medium, and mechanism increases resilience against 
challenges to particular choices  

P12. Self-Organising and Autonomic behaviour is necessary for network resilience 
that is highly reactive with minimal human intervention  

P13. Security and Self-Protection is an essential property of entities to defend 
against challenges in a resilient network  

P14. State Management is an essential aspect of networks in general, and resilience 
mechanisms in particular; the alternatives of how to distribute and manage this 
state are critical to resilience  

P15. Connectivity and Association among communicating entities should be 
maintained when possible, but information flow should still take place even 
when a stable end-to-end path does not exit  

P16. Context Awareness is necessary for network components to operate 
autonomously to detect challenges  

P17. Adaptability to the network environment is essential for a node in a resilient 
network to detect, remediate, and recover from challenges  

P18. Evolvability is needed to refine future behaviour to improve the response to 
challenges, as well as for the network architecture and protocols to respond to 
emerging threats and application demands  

Based on these axioms and principles we investigated current network systems from a 
service-oriented point of view. Detailed descriptions of network services and possible 
threats to them are given. From these we derived example service failures which are 
illustrated by an example scenario. The result of this investigation is our six-step two-
phase strategy D2R2 +DR for resilient network systems:  

1. Real-Time Control Loop – D2R2: 

S1. Defend against challenges and threats to normal operation 
S2. Detect when an adverse event or condition has occurred 
S3. Remediate the effects of the adverse event or condition to minimise the 

impact 
S4. Recover to original and normal operations, including control and management 

of the network 

2. Background Diagnosis and Refinement – DR: 

S5. Diagnose the fault which has been the root cause of an error or failure 



S6. Refine behaviour for the future based on past D2R2 cycles 

Finally, the document emphasises the integration of resilience into the ANA architecture. 
Therefore, an initial design of components and interfaces to build a resilient network 
system has been developed and several open issues which must be further investigated 
have been identified. 
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1 INTRODUCTION  

Society increasingly relies on computer networks in general and the Internet in particular.  
Consumers rely on networks for access to information and services, personal finance, and 
for communication with others.  The Internet has become indispensable to the routine 
operation of businesses and to the global economy.  The military depends on network 
centric operations and warfare.  Governments depend on networks for their daily 
operation, service delivery, and response to natural disaster and terrorist attacks. 

Therefore, the consequences to disruption of the network are increasingly severe, and 
threaten the lives of individuals, the financial health of business, and the economic 
stability and security of nations and the world.  With the increasing importance of the 
Internet, so follows it's attractiveness as a target from bad guys:  recreational and 
professional crackers, terrorists, and from information warfare. 

1.1 Scope of Deliverable 
This Resilience and Security Framework serves two major roles in the ANA project.  
First it provides guidance on the architecture and design for resilient networks in general, 
and ANA in particular so that autonomic networks have the essential properties of 
resilience and security.  Second, autonomic properties and mechanisms are essential to 
resilient and secure networks (Sec.3 P11).  Thus this framework describes a bidirectional 
relationship between resilient and autonomic networks. 

 

1.2 Structure of this Framework 
Following this introduction, Section 2 provides a set of core definitions essential to the 
Resilience and Security Framework.  Section 3 describes the architecture as a set of four 
axioms and 17 principles on which to understand, design, and evaluate resilience and 
security.  Section 4 describes the faults and challenges against which the network must be 
resilient, and the relationship to these to potential service failures.  Section 5 presents the 
resilience strategy D2R2 +DR: defend, detect, remediate, recover, and diagnose and 
refine.  Section 6 describes how the framework guides and is instantiated in the ANA 
design.  Section 7 concludes the document.   
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2 DEFINITIONS 

These definitions provide the foundation for the architecture. For each term, there is a set 
of definitions from the literature, with citations from the literature. A notation of 
[ResiliNets] indicates that a particular definition is the one used for the resilience 
network initiative, which may either be chosen the literature, or synthesized as part of the 
architecture.  These definitions are a subset of the definitions from the ResiliNets Wiki 
[Sterbenz-Hutchison-2007] that are critical for understanding of the ANA Resilience and 
Security Framework. 

2.1 Resilience 
Resilience is the ability of the network to provide and maintain an acceptable level of 
service in the face of various challenges to normal operation.  

Resilient networks aim to provide acceptable service to applications:  

• ability for users and applications to access information when needed, e.g.:  
o Web browsing  
o distributed database access  
o sensor monitoring  
o situational awareness  

• maintenance of end-to-end communication association, e.g.:  
o computer-supported cooperative work  
o video conference  
o teleconference (including VoIP calls)  

• operation of distributed processing and networked storage, e.g.:  
o ability for distributed processes to communicate with one another  
o ability for processes to read and write networked storage  

[ResiliNets] 

2.2 Service 
“System behaviour as perceived by the system user.” [Laprie-1994] 
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2.3 Fault 
“Adjudged or hypothesized cause of an error. Error cause which is intended to be 
avoided or tolerated. Consequence for a system of the failure of another system which 
has interacted or is interacting with the considered system. 

They can be classified according to five main viewpoints which are their 
phenomenological cause, their nature, their phase of creation or of occurrence, their 
situation with respect to the system boundaries, and their persistence.  

• The phenomenological causes leads one to distinguish [Avizienis 78]:  
o physical faults, which are due to adverse physical phenomena  
o human-made faults, which result from human imperfections  

• The nature of faults leads one to distinguish:  
o accidental faults, which appear or are created fortuitously  
o intentional faults, which are created deliberately, with or without a 

malicious intention  
• The phase of creation with respect to the system’s life leads one to distinguish:  

o development faults, which result from imperfections arising either a) 
during the development of the system (from requirement specification to 
implementation) or during subsequent modifications, or b) during the 
establishment of the procedures for operating or maintaining the system  

o operational faults, which appear during the system’s exploitation  
• The system boundaries leads one to distinguish:  

o internal faults, which are those parts of the state of a system which, when 
invoked by the computation activity, will produce an error  

o external faults, which result from interference or from interaction with its 
physical (electromagnetic perturbations, radiation, temperature, vibration, 
etc.) or human environment  

• The temporal persistence leads one to distinguish:  
o permanent faults, whose presence is not related to pointwise conditions 

whether they be internal (computation activity) or external (environment)  
o temporary faults, whose presence is related to such conditions, and are 

thus present for a limited amount of time”  

[Laprie-1994] 

“The adjudged or hypothesized cause of an error. [...] Faults can be internal or external 
to system. The prior presence of a vulnerability, i.e., an internal fault that enables an 
external fault to harm the system, is necessary for an external fault to cause an error, and 
possibly subsequent failure(s).” [Avizienis-Laprie-Randell-Landwehr-2004TR] 
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2.3.1 Fault Tolerance 
The ability of a system to tolerate faults such that errors do not result in service failures. 
Fault tolerance generally covers single or at most a few faults, and is thus a subset of 
survivability. [ResiliNets] 

2.4 Challenge 
Characteristic or condition that may be manifest as an adverse event or condition that 
impacts the normal operation of the network. 

• unintentional mis-configuration or operational mistakes  
• large-scale natural disasters (e.g. hurricanes, earthquakes, ice storms, tsunami, 

floods)  
• malicious attacks from intelligent adversaries, including recreational crackers, 

industrial espionage, terrorism, and traditional or information warfare  
o against the network hardware, software, or protocol infrastructure  
o DoS and DDoS ((distributed) denial of service) attacks  

• environmental challenges  
• unusual but legitimate traffic load such as a flash crowd  

[ResiliNets]  

2.4.1 Environmental Challenge  
A challenge that is inherent in the environmental scenario due to:  

• weak, asymmetric, and episodic connectivity of wireless channels  
• high-mobility of nodes and subnetworks  
• unpredictably long delay paths either due to length (e.g. satellite) or as a result of 

episodic connectivity  

[ResiliNets]  

2.5 Error 
“Stochastic events in either space (i.e., equipment) or time” [Pierce-1965] 

“Part of system state which is liable to lead to subsequent failure. Manifestation of a 
fault in a system.” [Laprie-1994]  



“The part of the total state of the system that may lead to its subsequent service failure. It 
is important to note that many errors do not reach the system’s external state and cause a 
failure.” [Avizienis-Laprie-Randell-Landwehr-2004TR]  

2.6 Failure 
“Deviation of the delivered service from fulfilling the system function. Transition from 
correct service delivery to incorrect service delivery.” [Laprie-1994] 

“Potentially damaging events caused by deficiencies in the system or in an external 
element on which the system depends. Failures may be due to software design errors, 
hardware degradation, human errors, or corrupted data.” [Ellison-Fisher-Linger-Lipson-
Longstaff-Mead-1999]  

2.6.1 Service Failure  
“Event that occurs when the delivered service deviates from correct service. A service 
fails either because it does not comply with the functional specification, or because this 
specification did not adequately describe the system function. A service failure is a 
transition from correct service to incorrect service, i.e., to not implementing the system 
function.” [Avizienis-Laprie-Randell-Landwehr-2004TR]  

Figure 1 visualizes the interrelationship of the introduced terms. A fault is dormant until 
triggered by a challenge or by the operation of the system itself. We then call it an active 
fault which is observable as an error. Depending on the service specification an error 
leads to service failure if the delivered service deviates from the service description. 

 
Figure 1: Fault-Error-Failure diagram 
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2.7 Dependability 
“Dependability is that property of a (computing) system which allows reliance to be 
justifiable placed on the service it delivers” [Lee-Anderson-1990] 

“Dependability is that property of a computer system such that reliance can justifiably be 
placed on the service it delivers. The service delivered by a system is its behaviour as it 
is perceived by its user(s); a user is another system (physical, human) which interacts 
with the former. Depending on the application(s) intended for the system, different 
emphasis may be put on different facets of dependability, i.e. dependability may be 
viewed according to different, but complementary, properties, which enable the attributes 
of dependability to be defined:  

• the readiness for usage leads to availability;  
• the continuity of service leads to reliability;  
• the non-occurrence of catastrophic consequences on the environment leads to 

safety;  
• the non-occurrence of unauthorized disclosure of information leads to 

confidentiality;  
• the non-occurrence of improper alterations of information leads to integrity;  
• the aptitude to undergo repairs and evolutions leads to maintainability.”  

[Laprie-1994]  

“The ability to deliver service that can justifiably be trusted.” [Avizienis-Laprie-Randell-
Landwehr-2004TR]  

“The dependability of a system is the ability to avoid service failures that are more 
frequent and more severe than is acceptable.” [Avizienis-Laprie-Randell-Landwehr-
2004TR]  

“Dependability is an integrating concept that encompasses the following attributes: 
availability: readiness for correct service; reliability: continuity of correct service; 
safety: absence of catastrophic consequences on the user(s) and the environment; 
integrity: absence of improper system alterations; maintainability: ability to undergo 
modifications, and repairs.” [Avizienis-Laprie-Randell-Landwehr-2004TR]  

2.8 Reliability 
“The absence of errors.  

• manufacture (yield): equipment which has a high probability of being operable 
immediately after it has been manufactured  

• operation (accuracy): information given by the equipment has a high probability 
of being correct  

• failure (lifetime): equipment that will remain operable for a long time”  
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phrase extraction from [Pierce-1965]  

“Dependability with respect to the continuity of service. Measure of continuous correct 
service delivery. Measure of the time to failure.” [Laprie-1994]  

“Probability of a device (or system) performing its purpose adequately for the period of 
time intended under the operating conditions intended.” [Radio-Electronics-Television 
Manufactures Association, 1955] [O'Conner-1991], [Billinton-Allen-1992], [Grover-
2004] 

2.9 Availability 
“Probability of the system being found in the operating state at some time t in the future 
given that the system started in the operating state at time t=0. Failures and down states 
but maintenance and repair actions always return the system to an operating state.”  
[Billinton-Allen-1992], [Grover-2004] 

“Dependability with respect to the readiness for usage. Measure of correct service 
delivery with respect to the alternation of correct and incorrect service.” [Laprie-1994]  

“Readiness for correct service.” [Avižienis-Laprie-Randell-Landwehr-2004TR]  

2.10 Survivability 
The capability of a system to fulfil its mission, in a timely manner, in the presence of 
threats such as attacks or large-scale natural disasters. Survivability is a subset of 
resilience which excludes resistance against unusual legitimate traffic load. [ResiliNets] 

“The capability of a system to fulfil its mission, in a timely manner, in the presence of 
attacks, failures, or accidents.” [Ellison-Fisher-Linger-Lipson-Longstaff-Mead-1999] 
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3 ARCHITECTURE 

The resilience and security architecture [Sterbenz-Hutchison-2007] is based on four 
axioms (Sec. 3.1). These axioms motivate the resilience strategy (Sec. 5) and are 
supported by a set of design principles (Sec. 3.2). 

3.1 Resilience Axioms 
The ResiliNets Architecture is based on four axioms: IUER: inevitable, understand, 
expect, and respond. These four axioms motivate the ResiliNets Strategy and are 
supported by the ResiliNets Principles implemented by the ResiliNets Mechanisms. 

A0. Inevitability of Faults  

Faults are inevitable. It is not possible to construct perfect systems, nor is it possible to 
prevent challenges and threats.  

It is not possible to construct fault-free systems, for two reasons:  

1. Internal faults are those that arise from within a given system due to imperfect 
designs, and while it is theoretically possible to use formal methods to design a 
provably correct system, this remains impractical for large complex systems and 
networks for the foreseeable future. In the cases of hardware, software, and 
network architecture: unknown, imprecise, and complex design requirements; 
design, implementation, deployment, operational, and maintenance mistakes; as 
well as insufficient testing all contribute to this problem.  

2. External faults are exercised by challenges from outside the system, and it is not 
possible nor practical to predict all such challenges (present and future) and 
design to defend against them. Threat and challenge models improve the ability 
to prevent external faults, but do not eliminate them.  

A1. Understand Normal Operations  

Understand the normal operating conditions, environment, and application demands. 
It is only by understanding normal operation that we have any hope of understanding 
when the network is challenged or threatened.  

We define normal operation to be the state of the network when there are no adverse 
conditions present. This loosely corresponds to the conditions for which the current 
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Internet and PSTN are designed, when the network is not under attack, the vast majority 
of network infrastructure is operational, and connectivity is relatively strong. As an 
example, the PSTN is designed to handle normal time-of-day fluctuations of traffic, and 
even peak loads such as Mother’s day. These predictable application demands are within 
normal operation. On the other hand, flash crowds to an obscure Web site represent 
traffic that is beyond normal operation.  

It is essential to understand normal operation to be able to detect when an adverse 
event or condition occurs.  

A2. Expect Adverse Events and Conditions  

Expect and be prepared for adverse events and conditions that disrupt normal 
operations with defence and detection. These challenges are inevitable.  

We define an adverse event or ongoing condition as challenging the normal operation 
of the network:  

• unintentional mis-configuration or operational mistakes  
• large-scale natural disasters (e.g. hurricanes, earthquakes, ice storms, tsunami, 

floods)  
• malicious attacks from intelligent adversaries, including recreational crackers, 

industrial espionage, terrorism, and traditional or information warfare  
o against the network hardware, software, or protocol infrastructure  
o DoS and DDoS ((distributed) denial of service) attacks  

• environmental challenges  
o weak, asymmetric, and episodic connectivity of wireless channels  
o high-mobility of nodes and subnetworks  
o unpredictably long delay paths either due to length (e.g. satellite) or as a 

result of episodic connectivity  
• unusual but legitimate traffic load such as a flash crowd  

We also classify adverse events and conditions by severity as mild, moderate, or severe, 
and categorize them into two types:  

1. Anticipated adverse events and conditions are ones that we can predict based 
either on past events (such as natural disasters), and attacks (e.g. viruses, worms, 
DDoS) or that a reasoned threat analysis would predict might occur.  

2. Unanticipated adverse events and conditions are those that we can’t predict with 
any specificity, but for which we can still be prepared in a general sense. For 
example, there will be new classes of attacks for which we should be prepared.  



It is necessary to expect adverse events and conditions in order to design resilient 
networks, and thus this axiom motivates first two aspects of the D2R2 +DR strategy 
during the real-time phase: defend and detect (see section The D2R2 + DR Strategy).  

A3. Respond to Adverse Events and Conditions  

Respond to adverse events and conditions by remediation ensuring correct operation 
and graceful degradation, restoration to normal operation, and refinement of future 
responses.  

While it is necessary to expect adverse events and conditions, it is just as important to 
then take action. This occurs in the latter parts of the D2R2 + DR ResiliNets Strategy:  

1. In the real-time phase: remediate and recover  

2. In the background pahse: diagnose and refine  

3.2 Architectural model 
The resilience framework can be represented by the cube shown in Figure 2, which 
depicts the three dimensions of multilevel resilience along with the resilience strategy 
dimension.  
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Figure 2: The resilience cube 
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The vertical axis shows multilevel resilience by protocol layer. Each layer is designed 
and engineered to be as resilient as practical (subject to resource tradeoffs P5 below).  
Since it is neither possible nor practical to have perfect resilience at a given layer, the 
layer above is designed to be resilient given the capabilities below. Cross-layer 
optimisations are indicated by the loop arrows, and the protocols at each layer are 
functionally composed, as indicated by the example blocks (FEC and ARQ for error 
control, Eventual Connectivity and Alternate Path Routing for the network layer).  Note 
that the network layer can contain multiple ANA compartments on the intra- and the 
inter-compartment level. 

The horizontal axis shows multilevel with respect to the data, control, and management 
planes, along with cross-plane control loops.  The network architecture slice (actually 
another dimension not easily depicted in a 2 dimensional figure) represents the network 
engineering levels from fault-tolerant (FT) programmable elements, through survivable 
network compartment topologies and a resilient overall internetwork, to finally include 
all applications and overlays. 

The final dimension depicts the D2R2 + DR strategy elements of defend, detect, 
remediate, recover, refine (Section 5). 

3.3 Principles 
The Resilience Framework is guided by a set of architectural principles, which support 
the six-step two-phase Strategy D2R2 + DR: defend, detect, remediate, recover, 
diagnose, refine, which in turn support the four axioms presented in the previous section. 

The target number of principles is O(10): large enough to provide specific guidance in the 
architecture and design off resilient networks, but small enough to be manageable without 
being overwhelming. Each principle is then applied to specific aspects of network 
architecture and design. For example, the principles of redundancy, diversity, and 
resource tradeoffs are refined and instantiated to the specific contexts of network 
architecture as  

• fault tolerant network components (redundancy)  
• spatially diverse redundant paths (redundancy and diversity)  
• without replicating everything (resource tradeoffs)  

P1. Service Requirements  

Service requirements determine the need for network resilience  

The user and application service requirements determine the necessary level and 
properties of resilience. In this sense, resilience and its subset survivability is an 
additional QoS property along with conventional properties such as performance. It is 
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important to note that various applications demand different levels of resilience, and that 
some applications may not need networks that are highly resilient.  

Application service resilience:  

• ability to access information  
• continuity of communication association  
• service of networked storage and distributed processing  

Relationship with other principles:  

• specifies the requirements for P4. Metrics  
• determines the resistance to P2. Threat and Challenge Models  

P2. Normal Behaviour  

Normal behaviour must be specified, verified, and refined through monitoring to 
understand normal operations  

In order to understand normal operations and thus be able to detect adverse events or 
conditions, it is essential to understand the normal behaviour of the system. This involves 
several phases:  

1. Rigorous specification of system protocol and design, along with constraints in 
behaviour  

2. Functional verification of design  
3. Monitoring and learning normal behaviour of the system in situ  
4. refinement of behaviour specification and operational constraints based on 

observation and learning of in situ operation  

The refinement step is essential since existing systems have neither complete nor correct 
specifications, and the inherent complexity of networks challenges the ability to correctly 
specify such systems a priori  

Relationship with other principles:  

• P1. Service Requirements  
• P2. Threat and Challenge Models  
• P4. Metrics  

P3. Threat and Challenge Models  

Threat and Challenge Models are essential to understanding and detecting potential 
adverse events and conditions  
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It is not possible to understand, define, and implement mechanisms for resilience that 
defend against, detect, and remediate challenges without a model of the threat.  

Relationship with other principles:  

• P1. Service Requirements  
• P4. Metrics  
• P9. Heterogeneity in Mechanism, Trust and Policy  
• P13. Security and Self-Protection  

P4. Metrics  

Metrics are needed to measure and engineer network resilience  

Metrics are needed to understand, analyze, evaluate, and engineer network resilience. 
Furthermore, metrics are needed to understand the impact of an adverse event or 
condition on the network service provided.  

Relationship with other principles:  

• determines the satisfaction of P1. Service Requirements  
• measures the impact of P2. Threat and Challenge Models  

P5. Resource Tradeoffs  

Resource tradeoffs determine the deployment of resilience mechanisms  

Networks are collections of resources that are not infinitely abundant.  
P – processing  
M – memory  
B – bandwidth (rate)  
E – energy and power  
L – latency  
$€£¥ – cost  

The relative composition and placement of these resources must be balanced to optimize 
resilience and cost. The maximum availability of a particular resource serves as a 
constraint in these optimizations.  

Relationship with other principles:  

• determines the relative application of other principles that have some resource 
cost. For example P9. Redundancy and P10. Diversity both require additional 
resource. In the limit, an infinite degree of both redundancy and diversity could 
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maximize resilience, but this is clearly not practical. Determines the distribution 
among P7. Multilevel Resilience.  

P6. Complexity  

Complexity of the network in general, and resilience in particular, must be reduced to 
maximize overall resilience  

Networks are inherently complex systems of systems, with interactions at multiple levels 
of hardware and software [Sterbenz-Touch-2001]. While many of the resilience 
principles and mechanisms increase this complexity, complexity itself makes systems 
difficult to understand and threatens resilience. The degree of complexity must be 
carefully balanced in terms of cost vs. benefit, and unnecessary complexity should be 
eliminated.  

Relationship with other principles:  

• P1. Service Requirements  
• P2. Threat and Challenge Models  
• P4. Metrics  
• P5. Resource Tradeoffs  
• P12. Self-Organising and Autonomic  

P7. Multilevel Resilience  

Multilevel resilience is needed with respect to protocol layer, protocol plane, and 
hierarchical network organization  

An overall resilient system requires resilience at the various internal levels of its 
implementation. In the case of the global network, multilevel resilience is needed along 
three orthogonal dimensions:  

1. protocol layers: links, network paths, end-to-end transport, session control, 
applications  

o we approach layers bottom up, that is each layer provides the best service 
practical given the cost of constrained resources, which provides a 
foundation for the next layer  

2. planes: data, control, and management  
3. network architecture: inside-out from fault tolerant components, through 

survivable subnetwork and network topologies, to the global Internetwork 
including attached end systems  

Relationship with other principles:  
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• P1. Service Requirements  
• P2. Threat and Challenge Models  
• P4. Metrics  
• P5. Resource Tradeoffs  
• P6. Complexity  

P8. Translucency 
Translucency is needed to control the degree of abstraction vs. the visibility between 
levels. 
Complex systems are structured into multiple levels to abstract complexity and separate 
concerns. In the case of networks this consists of three multilevel dimensions: layer, 
plane, and system organisation. While this abstraction is important, an opaque level 
boundary can hide too much and result in suboptimal and improper behaviour based on 
incorrect implicit assumptions about the adjacent level. Thus it is important that level 
boundaries be translucent in which cross-layer control loops allow selected state to be 
explicitly visible across levels.  

• dials expose state and behaviour from below  
• knobs influence behaviour from above  

 
Relationship with other principles:  

• P1. Service Requirements  
• P4. Metrics  
• P5. Resource Tradeoffs  
• P6. Complexity  
• P7. Multilevel Resilience  
• P13. State Management  
• P15. Context-Awareness  
• P16. Adaptability  

P9. Heterogeneity in Mechanism, Trust, and Policy  

Heterogeneity in mechanism, trust, and policy among different network realms is a 
reality of emerging multi-provider networks; resilient mechanisms must admit this 
heterogeneity  

It is increasingly unrealistic to consider the set of global networks (including the global 
Internet, PSTN, and domain-specific stovepipes) as a homogeneous internet. Rather the 
network becomes a collection of realms or compartments, which each have their own 
mechanism (addressing, forwarding, routing, signalling, traffic and resource 
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management), and which define trust and policy relationships with one another. Social, 
political, economic, and regulatory concerns are manifest at these boundaries as tussle.  

Network resilience is impacted in two ways:  

1. The resilience architecture and mechanism must admit this heterogeneity. Some 
of these issues result from the legacy PSTN (IXC/ILEC/CLEC) and Internet 
(AS/peering/tiers) architecture.  

2. Resilience depends on well-defined relationships among entities that need trust 
and policy boundaries. Thus resilience can exploit these relationships.  

Examples:  

• traditional wired Internet  
• optical circuit-switched networks  
• mobile infrastructure (cellular) networks  
• mobile ad hoc networks  
• sensor networks  

Relationship with other principles:  

• P2. Threat and Challenge Models  
• P13. Security and Self-Protection  

P10. Redundancy  

Redundancy in space and time increases resilience against faults and some challenges  

Redundancy refers to the replication of entities in the network, generally to provide fault-
tolerance. In the case that a fault disables part of a system, the redundant parts are able 
to operate and prevent a service failure.  

Redundancy can be further categorized in two ways:  

1. degree (k-redundant)  
2. type (hot spare, active load balance, on-demand)  

Spatial Redundancy  

Replication of entities in space.  

Examples:  

• triple modular redundant hardware  
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• parallel links and network paths  

Temporal Redundancy  

Replication of entities in time.  

Examples:  

• erasure coding consisting of repeated transmission of packets  
• periodic state synchronization  
• periodic information transfer (e.g. digital fountain)  

Information Redundancy  

The transmission or storage of redundant information.  

Example:  

• FEC (forward error correction) consisting of redundant bits  
• erasure coding  

Relationship with other principles:  

• P2. Threat and Challenge Models  
• P5. Resource Tradeoffs  
• P6. Complexity  
• P11. Diversity  

P11. Diversity  

Diversity in space, time, medium, and mechanism increases resilience against 
challenges to particular choices.  

Diversity consists of providing different alternatives so that even when challenges impact 
particular alternatives, other alternatives prevent degradation from normal operations. 
The degree of diversity is the number of different alternatives. Diverse alternative can 
either be simultaneously operational, in which case they defend against challenges, or 
they may be available for use as needed to remediate.  

Spatial Diversity  

Diversity of an entity spread across space. Spatial diversity requires redundancy of a 
degree at least equal to the degree of diversity.  
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1. Topological Diversity is spatial diversity across the (logical) topology of the 
network. Note that geographically diverse links and nodes may be topologically 
entwined.  

2. Geographic Diversity is spatial diversity across the physical topology of the 
network. Note that topologically diverse links or nodes may be physically co-
located.  

Examples:  

• spatially diverse links  
• spatially diverse nodes  

Temporal Diversity  

Diversity in the temporal behaviour of a component or protocol.  

Example:  

• variation in timing of protocol state transitions to resist traffic analysis  

Operational Diversity  

Operational diversity refers to alternatives in the architecture and implementation of 
network components and protocols.  

1. Implementation Diversity prohibits systems to exhibit the same error caused by 
an implementation fault. 

2. Medium Diversity provides choices among alternative physical mediums through 
which information can flow.  

3. Mechanism Diversity consists of providing alternative mechanisms.  

Examples:  

• software from multiple vendors, such as operating systems on end systems and 
control of routers  

• switches and routers from different hardware vendors  
• different medium: fibre, free-space optical, RF – 802.11, 802.16 
• different mechanisms: open vs. closed loop – ARQ vs. FEC 

Relationship with other principles:  

• P1. Service Requirements  
• P2. Threat and Challenge Models  
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• P5. Resource Tradeoffs  
• P6. Complexity  
• P7. Multilevel Resilience  
• P10. Redundancy  
• P14. State Management  
• P15. Connectivity and Association  
• P16. Context-Awareness  
• P17. Adaptability  

P12. Self-Organizing and Autonomic  

Self-organizing and autonomic behaviour is necessary for network resilience that is 
highly reactive with minimal human intervention  

A resilient network must initialize and operate itself with minimal human configuration, 
management, and intervention. Ideally human intervention should be limited to that 
desired based on high-level operational policy. The phases of autonomic networking 
consist of:  

• initialization – auto-configuration of network components and their self-
organization into a network  

• steady-state normal operation – self-managing with minimal human interaction 
dictated by policy and self-optimizing to dynamic network conditions  

• steady-state expecting faults and challenges – self-diagnosing and self-repair  

Relationship with other principles:  

• P2. Threat and Challenge Models  
• P5. Resource Tradeoffs  
• P6. Complexity  
• P7. Multilevel Resilience  
• P9. Heterogeneity in Mechanism, Trust, and Policy  
• P13. Security and Self-Protection  
• P14. State Management  
• P16. Context-Awareness  
• P17. Adaptability  

P13. Security and Self-Protection  

Security and self-protection are essential properties of entities to defend against 
challenges in a resilient network  
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The resilience of the network is dependent on the ability for entities to protect and defend 
themselves against challenges. Self-protection is implemented by a number of 
mechanisms, including but not limited to the AAA mechanisms of  

• authentication  
• authorization  
• accounting  

as well as the additional conventional security mechanisms of  

• confidentiality  
• integrity  
• nonrepudiation  

Relationship with other principles:  

• P2. Threat and Challenge Models  
• P9. Heterogeneity in Mechanism, Trust, and Policy  
• P12. Self-Organising and Autonomic  
• P16. Context-Awareness  

P14. State Management  

State management is an essential aspect of networks in general, and resilience 
mechanisms in particular; the alternatives of how to distribute and manage this state 
are critical to resilience  

State management is an essential part of any large complex system and is related to 
resilience in two ways:  

1. The resilience of the network is impacted by the way state is managed and the 
choices that are made:  

o stateless vs. soft state vs. hard state  
o distributed vs. mirrored vs. centralized  
o inconsistent vs. consistent  

Resilience tends to favour the set of choices in bold, but these are choices that must be 
carefully made in the larger context of the overall system architecture.  

1. Resilience mechanisms themselves require state and it is important that they 
achieve their goal in increasing overall resilience by the way in which they 
manage state.  

This principle is used to make a choice in mechanism.  
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Relationship with other principles:  

• P5. Resource Tradeoffs  
• P6. Complexity  
• P10. Redundancy  
• P12. Self-Organising and Autonomic  
• P16. Context-Awareness  

P15. Connectivity and Association  

Connectivity and association among communicating entities should be maintained 
when possible, but information flow should still take place even when a stable end-to-
end path does not exit  

Network connectivity should be maintained when practical, so that conventional 
communication mechanisms can be used based on eventual stability, which rely on 
information flow along a stable end-to-end path to maximize performance (minimize 
delay and memory).  

When a stable end-to-end path is not possible, information can still flow as far as 
possible, whenever possible, based on the eventual connectivity model. Nodes store-
and-forward when necessary, and may exploit mobility when nodes store-and-haul 
information or move into communication range to restore connectivity.  

Relationship with other principles:  

• P5. Resource Tradeoffs determine the feasibility of maintaining connectivity (e.g. 
transmission energy required to overcome noise) vs. alternate mechanisms.  

P16. Context Awareness  

Context awareness is necessary for network components to operate autonomously to 
detect challenges  

Context awareness is needed for resilient nodes to monitor the network environment 
(channel conditions, link state, operational state of network components, etc.) and detect 
adverse events or conditions.  

Relationship with other principles:  

• context awareness depends on P4. Metrics to measure and covey context  
• context awareness is an essential requirement for P12. Self Organizing and 

Autonomic  
• context awareness is one of the inputs used for P17. Adaptability  
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P17. Adaptability  

Adaptability to the network environment is essential for a node in a resilient network to 
detect, remediate, and recover from challenges  

Resilient network components need to adapt their behaviour based on dynamic network 
conditions, in particular to remediate from adverse events or conditions, as well as to 
recover to normal operations.  

Relationship with other principles:  

• adaptability is an essential requirement for P12. Self Organizing and Autonomic  
• adaptability is a short term reaction to P16. Context Awareness  
• long term changes in the network operation and structure are covered by P18. 

Evolvability  

P18. Evolvability  

Evolvability is needed to refine future behaviour to improve the response to challenges, 
as well as for the network architecture and protocols to respond to emerging threats 
and application demands  

Resilient network components should evolve their behaviour for two primary reasons:  

1. refinement of future behaviour based on reflection on the defence against, 
detection, and remediation of adverse events or conditions and recovery to 
normal operations  

2. evolution and extension of the network architecture and protocols over time, in 
response to long term changes in  

o user and application service requirements, including new and emerging 
applications  

o technology trends and resource tradeoffs  
o changes in the communication environment  
o attack strategies and threat models  

Relationship with other principles:  

• in cases that the network evolves itself, P12. Self Organizing and Autonomic 
behaviour is required  

• Evolvability has a longer time constant and relatively larger scope than P17. 
Adaptability  



4 FROM CHALLENGE TO FAILURE 

To better understand the correlation of challenges, faults, errors, and failures and how 
these relate to the network operational space and the service space we extend the figure 
given in section 2. Figure 3 shows where and how our strategy can be applied to build a 
resilient system. 
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Figure 3: From challenge to service failure 

During operation a system will face various kinds of challenges. Some of these 
challenges can be detected before they can have an impact on the system if according 
defensive measures have been installed. Those challenges which are not detected or 
which can pass the defence can trigger a fault. A fault is called dormant as long as it has 
not been triggered. Triggering a dormant fault makes it active and can be observed as an 
error. Again detection mechanisms can be used to reveal errors and prevent them from 
causing a failure by defensive measures. Errors in the network subsystem will first have 
an impact on the network operational space by degrading its service delivery. The 
networks service delivery can be improved by remediation mechanisms while the 
challenge to the system is still impacting the system or by recovery mechanism after the 
challenge disappeared. A degraded service delivery of the network subsystem can 
influence the service behaviour perceived by the user. We call this the service space. 
Resilience is the ability of the network to provide and maintain an acceptable level of 
service to the user in the face of challenges which degraded the network’s service level.  

After presenting potential challenges which can cause errors to occur we give a 
description of basic communication services and potential failures of them. 
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4.1 Challenges to a network system 
In this section we present characteristic or condition that may be manifest as an adverse 
event or condition that impacts the normal operation of the network and give 
explanations or examples. 

4.1.1 Natural faults of network components 
Aging of software and hardware components are challenges to all computing systems. 
Research “points to “software aging” as a common phenomenon, in which the state of a 
software system degrades with time. Exhaustion of system resources, data corruption, and 
numerical error accumulation are the primary symptoms of this degradation, which may 
eventually lead to performance degradation of the software, crash/hang failure, or other 
undesirable effects.” [Castelli-2001] 

4.1.2 Unintentional mis-configuration or operational 
mistakes 

Failures can occur due to mis-configuration or operational errors, like: 

• Firewall blocks legal traffic  
• Routing protocol announces wrong prefix-route combination  
• load balancer does not use all resources  
• name resolution maps name to wrong path  
• routing loops 

4.1.3 Large-scale natural disasters 
The destruction of hardware – nodes or links – disrupts the service provision of affected 
service instances. These attacks in the real world include accidental destruction due to 
construction works which cut a link or large scale natural disasters e.g. hurricanes, 
earthquakes, ice storms, tsunami, floods which destroy larger parts of the communication 
system. But also intentional destruction by terrorist attacks is covered by real world 
attacks. 

4.1.4 Malicious attacks  
This class summarizes all attacks against the network hardware, software, or protocol 
infrastructure from recreational crackers, industrial espionage, terrorism, or warfare  

“A denial-of-service attack is characterized by an explicit attempt by attackers to prevent 
legitimate users of a service from using that service. A distributed denial-of-service attack 
deploys multiple machines to attain this goal. The service is denied by sending a stream 
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of packets to a victim that either consumes some key resource, thus rendering it 
unavailable to legitimate clients, or provides the attacker with unlimited access to the 
victim machine so he can inflict arbitrary damage.” [Mirkovic-Reiher-2004]  

A major problem of today’s Internet is the usage of unsecured transport and signalling 
protocols. This allows an attacker to inject data into an established connection e.g. TCP 
data injection and reset attack [Watson-2004], TLS session tear-down attacks [Völker-
Schöller-2007], faked ICMP messages to interrupt connection or to redirect data to other 
systems. 

Especially in the security area a lot of different attacks are known such as: 

• Truncation attacks 
• Downgrade security scheme attack  
• Address and identity spoofing  
• Man-in-the-middle attack  
• Disclosure of secret data  
• Side-channel attacks  
• Timing attacks 
• System break-in 

4.1.5 Environmental Challenge  
A challenge that is inherent in the environmental scenario due to:  

• high-mobility of nodes and subnetworks  
• weak, asymmetric, and episodic connectivity of wireless channels  
• unpredictably long delay paths either due to length (e.g. satellite) or as a result of 

episodic connectivity  

First, link breaks occur much more often in wireless environments due to the movement 
of nodes or groups of nodes. This movement also implies a constant change of routes at 
which data can be forwarded along. 

Second, wireless links are affected more often by disrupting effects like interference than 
wired networks are. Such interference makes the usage of a channel unusable or limits its 
usage in one area but works fine in others and vice versa. A reduced usability of a 
channel can lead to weak, asymmetric, or episodic connectivity of the nodes in the 
network. Episodic connectivity can lead to unpredictably long delay paths as can long 
distance path (e.g. satellite links). 

Last, wireless nodes usually are battery powered. This limits the resources they can share 
to build a communication system. Such networks show that the resilience framework has 
to balance the level of achievable resilience and (resource) cost. 
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4.1.6 Unusual but legitimate traffic 
A new phenomenon in networking is a flash crowd. This is an incident which disrupts the 
provision of a service not by an attack but by legitimate traffic. “A flash crowd event is 
characterized by a dramatic increase in requests for a service over a relatively short 
period of time” [Xie-2005] 

Another challenge to networking systems is a sequence of data packets where each packet 
complies is legitimate but the sequence of packets is not. A non-robust implementation 
will show errors if experiencing this kind of traffic.  

4.2 Service Description 
In order to be able to define failures we need to define the expected behaviour of our 
system. The network subsystem provides a service to the application via the service 
access point. The networking subsystem itself is composed from one or more services. 
We give a general description of a service instance, the expected behaviour of the 
hardware, and three sample services: a transport service, a forwarding service and a 
routing service. Further services can be found in Appendix A.  Note that this draft section 
describes work-in-progress and will be significantly refined for the ANA deliverable 
D3.6. 

4.2.1  SD Service Description (generic)  

4.2.1.1 SD1. Service Instance  

A service instance must provide the specified service for its assigned provisioning time 
up to the number of specified clients concurrently. The service instance is reachable via 
its service address.  

A service instance can be stateless or state-full – a state-full service instance provides a 
service dependent on its historic usage. In case of a state-full service instance the state 
can be setup as hard-state or soft-state. 

4.2.1.2 SD1.1. Quality of Service  

Network applications can require quality guarantees of the provided service such as:  

• Resilience  
• Security  
• Performance  
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4.2.2 SD.PE Physical Entities  

Physical entities are nodes, links, and networks composed thereof  

4.2.2.1 Node  

A network node has one or more interfaces via which it can send or receive data as long 
as a link to an other node is established.  

A node can be an end system or an intermediate system.  

4.2.2.2 Physical Link  

As long as a link between two network nodes is established data can be transferred over 
the link at datarate speed. 

4.2.2.2.1 Point to Point Link  

Two nodes are connected by a physical link.  

4.2.2.2.2 Shared Medium  

Two or more nodes have access to a shared medium and can freely send data over the 
physical link. All nodes attached to the shared medium receive the sent data if their 
interface is up and running.  

4.2.2.3 Compartment  

A realm or physical compartment is a set of nodes interconnected by links. A 
compartment service provides a mechanism to enable communication amongst the 
compartment members and defines a common policy and trust model. 

Note: an ANA physical compartment is similar to a NewArch or PostModern realm.  

4.2.2.4 Network  
A network service enables end-to-end communication across compartments boundaries. 
Communication can get limited by the trust and policy model of the source, the 
destination and the intermediate compartments. 

4.2.3 SD.DT Data Transfer Service  

The data transfer service is a data-plane service to move data through the network.  
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4.2.3.1 SD.DT[<scope>]: Scope  

The scope of the data transfer service refers to the entities through which the data moves.  

• SD.DT[HBH] – A hop-by-hop data transfer service moves data across a link 
between adjacent nodes.  

• SD.DT[forward] – A data forwarding service moves data from an ingress 
interface to an egress interface through a node. 

• SD.DT[edge-to-edge] – An edge-to-edge transfer service moves data between 
communication entities within a compartment or realm along a path of one or 
more HBH links. 

• SD.DT[end-to-end] – An end-to-end data transfer service moves data between 
communication entities along a path of one or more HBH links between nodes 
possibly crossing one or more compartment boundaries.  

A node with two or more established link transfer service instances can forward data 
received by one link transfer service to an other link transfer service. The knowledge 
which node can be reached via which link transfer service can be statically configured or 
dynamically learned. Various learning schemes have been proposed:  

• Broadcast and learn: spanning tree algorithm, on demand routing algorithms  
• Exchange of topology information: proactive routing algorithms  
• Out of band path establishment: RSVP or LDP  

Depending on the routing protocol a node can either discover the route on demand or has 
to drop the packet if it has to forward data to an unknown node. 

4.2.3.2 SD.DT[<directionality>]: Directionality  

• SD.DT[unidirectional] – An unidirectional connected service can transfer data in 
one direction only. 

• SD.DT[asymmetric] – An asymmetric connected service can transfer data in both 
directions but only in one direction at a time. 

• SD.DT[bidirectional] – A bidirectional connected service can transfer data in 
both directions in parallel. 

4.2.3.3 SD.DT[<connectivity>]: Connectivity  

• SD.DT[strong] – A strongly connected service is one that remains connected, 
providing the quality of service specified by SD.DT[<QoS>].  

• SD.DT[weak] – A weak connected service is one that remains connected but can 
not meet the SD>DT[<QoS>]. 

• SD.DT[episodic] – An episodically connected service is one that alternates 
between a disconnected state and a connected state (strong or weak).  
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• SD.DT[disconnected] – A disconnected service can not transfer any data. 

Note that the connectivity service parameters are higher level and longer granularity than 
QoS service parameters.  

4.2.3.4 SD.DT[<QoS>]: QoS  

• SD.DT[bandwidth] – The bandwidth data transfer service specification 
consists of a rate or capacity tuple, commonly <peak, average, burstiness>.  

• SD.DT[delay] – The delay data transfer service specification defines a 
maximal acceptable communication delay. 

• SD.DT[jitter] – The jitter data transfer service specification defines a maximal 
acceptable communication inter-packet delay. 

4.2.3.5 SD.DT[<association-mode>]: Association Mode  

A data transfer can either be connection-oriented or connectionless, depending on the 
state required for the communication association, and optionally further categorized as a 
transaction or media stream.  

• SD.DT[connectionless] – A connectionless data transfer service moves 
datagram PDUs through a flow between communication endpoints. Each 
datagram has a header that fully describes all information necessary to forward 
toward the destination.  

• SD.DT[connection] – A connection-oriented data transfer service moves 
PDUs through a connection between communication endpoints, for which explicit 
connection state has been established and must be subsequently removed (or 
timed-out).  

• SD.DT[connectionless.transaction] and SD.DT[connection.transaction] – A 
connectionless or connection-oriented data transfer may be further categorized as 
a transaction, in which a request from a client to server is generally followed by 
a response from server to client. Note that a transaction requires a bidirectional 
data transfer service SD.DT[bidirectional].  

• SD.DT[connectionless.stream] and SD.DT[connection.stream] – A 
connectionless or connection-oriented data transfer may be further categorized as 
a stream, in which media is streamed with time synchronization and optional in-
band or out-of-band stream manipulation control.  

4.2.3.6 SD.DT[<group>]: Group Communication  

The group attribute of the data transfer service describes the number of participants in the 
communication association, and in some cases places requirements on the  
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• SD.DT[unicast] – A Unicast Data Transfer transfers data to exactly one 
receiver.  

• SD.DT[k-cast] – A k-cast Data Transfer Service transfers data to exactly k 
receivers  

• SD.DT[anycast] – An Anycast Data Transfer Service transfers data to a 
specified group of receivers of which only one processes the data.  

• SD.DT[multicast] – A Multicast Data Transfer Service transfers data to a 
specified group of receivers and all of them process the data.  

• SD.DT[broadcast] – A Broadcast Data Transfer Service transfers data to an 
unspecified group of receivers and all of them process the data.  

• SD.DT[concast] – A Concast Data Transfer Service transfers data from many 
sources to a single receiver.  

4.2.3.7 SD.DT[<reliability>]: Reliability  

The reliability of the data transfer service describes various aspects of reliability  

• Completeness of data: No data is lost during transmission  
• Preservation of data order: the packets are received in the same order as sent  
• Avoidance of data duplicates: Every sent packet is received at most once  
• Assurance of data integrity: Data is not (unintelligent) altered on its way from the 

sender to the receiver  

To detect packet re-ordering, packet loss, and packet duplication sequence numbers can 
be used. Data integrity can be assured by various kinds of checksums, i.e. Internet 
checksum, CRCs, parity bits, etc. Finally, ARQ (Automatic Repeat reQuest) mechanisms 
and a timer are needed to ensure completeness of data.  

Note: to prevent data alteration by a smart attacker, cryptographic mechanisms must be 
used.  

Reliability is optional for a data transfer service.  

4.2.3.8 SD.DT[<security>]: Security  

A secure link transfer service extends a link transfer service with the following three 
features:  

• SD.DT[confidentiality] – A Data transfer confidentiality service provides 
protection from eavesdropping, typically using encryption.  

• SD.DT[data-integrity] – A data-integer transfer service provides protection 
from data alteration, typically using a message-digest hash.  

• SD.DT[sender-integrity] – A sender-integer transfer service verifies the 
origination of data for each PDU.  
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• SD.DT[time-integrity] – A time-integer transfer service protects the replay of 
formerly recorded PDUs.  

The lifetime of a secure transfer association is limited by the maximum time or the 
maximum amount of data transported. 

4.2.4 SD.NC Network Control Service  

4.2.4.1 SD.NC[<monitoring>]: Monitoring Service  

If a backup service instance is set up this backup service has to actively monitor the 
system behaviour of the primary service instance to detect service failures as early as 
possible.  

An example is the exchange of heartbeat messages for VRRP. This message is used to 
see that the forwarding service on a router and the hardware interface are operational. 
More ways to monitor services can be found in D3.1. 

4.2.4.2 SD.NC[<configuration>]: Node Configuration Service  

The integration of a node into a network requires a configuration of the node, like setup 
addresses, forwarding information and name resolution.  

Examples for such a service are DHCP, IPv6 auto-configuration, NDP, and SEND but 
also integration on the overlay level. This will be investigated in T2.4 more deeply. 

4.2.4.3 SD.NC[<routing>]: Routing Service  

A routing service selects a path or a set of paths to a node from all possible paths to this 
node according to a routing metric. The routing service can proactively calculate the path 
to the node or on-demand (reactively).  

Examples of proactive routing services are OSPF, IS-IS, and BGP. Examples of reactive 
routing service are OLSR and AODV. The ANA routing framework is described in D2.1. 

4.2.4.4 SD.NC[<path>]: Path Establishment Service  

After identifying along which path the data is to be forwarded from sender to receiver a 
path establishment service configures the nodes on the path. Therefore state is setup on 
each of the nodes.  

Examples for a path establishment service are RSVP and LDP.  
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4.2.4.5 SD.NC[<name-resolution>]: Name resolution service  

On different levels of abstraction different naming scheme might be used. A name 
resolution service maps a destination name to an address or a path to the destination on 
the next lower level of abstraction.  

To prevent attacks like cache poisoning a secure E2E transfer service must be used with 
this service.  

4.2.4.6 SD.NC[<link-access>]: Network Access Control Service  

To protect a network from unauthorized users a network access control service is used. It 
prevents a node from communicating without verifying the nodes authorization first. 
Often this authorisation is bound to the identity of the node or the node's user requesting 
access to the network.  

After setting up a physical link to the network a link transfer service is set up for this new 
node. This link transfer service enables data transfer between the new node and the 
network access point (e.g. ethernet switch, WLAN access point, etc.). But the link 
transfer service is not connected to the forwarding service on the network access point 
until the node's authorisation is verified.  

Examples for such a service are 802.1x, 802.11i, PAP, CHAP, and EAP.  

Note: this service is a specialization of the more general “Access Control Service” 
introduced later. 

4.2.4.7 SD.NC[<congestion-avoidance>]: Congestion Avoidance 
Service  

A congestion avoidance service makes a service self-adaptable to varying data throughput 
on the E2E path from sender to receiver. It thereby protects the network from overload 
situations by adapting the outgoing data rate to the current network throughput.  

4.2.4.8 SD.NC[<feedback>]: Feedback Services  

A feedback service gathers information required as input to a closed control loops. A trust 
relation between the information provider and information consumer determines the 
consumer's trust in the information.  

An example feedback service is implemented by ECN which reports congestion to the 
data sender.  
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4.2.5 SD.SS Security Service  

4.2.5.1 SD.SS[<firewalling>]: Firewalling  

An administrator can set up policies to limit the data which can be forwarded via a node.  

4.2.5.2 SD.SS[<negotiation>]: Security Association Negotiation 
Service  

A security scheme negotiation service enables the dynamic setup of a security 
association. Such an association includes:  

• Mutual authentication  
• Cryptographic algorithms  
• Secret keys for each direction of communication  
• Anti-replay information  
• Association lifetime  

Such a crypto-agile scheme negotiation protocol allows to disable broken or untrusted 
schemes as well as to integrate newly developed schemes without changing the overall 
protocol.  

4.2.5.3 SD.SS[<access-control>]: Access Control Service  

Often the access to resources of the network has to be limited to authorized users. This 
can be accomplished either by an identity verification scheme combined with access 
control list or a privilege management infrastructure.  

Identity verification covers digital certificates, passwords, etc.  

4.2.5.4 SD.SS[<certificate-validation>]: Certificate Online 
Validation Service  

Digital certificates can be validated by clients on their own or they can query a trusted 
third party which validates the correctness of the certificates for them.  

Examples are SCVP and OCSP.  

Sometimes this service might contradict with the network access service. The client does 
not yet have access to the network but wants to check the certificate of the access server 
with an identity verification service. One solution is to incorporate the identity 
verification service into the network access service. An example of this is "OCSP over 
EAP".  
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4.3 Errors and Service Failures 
In this section we give examples of errors and service failures for each of the 
aforementioned services. As stated in axiom 1 such a list can never be complete. In this 
document we only list some errors of the physical entities, the data transfer service and 
the routing service. Some of these are illustrated in the following example.  Note that this 
draft section describes work-in-progress and will be significantly refined for the final 
ANA project deliverable. 

4.3.1 Service instance errors 
A service instance fails if it does not provide any service to legitimate clients or provides 
a service which deviates from the service specification.  

DoS attacks often cause such a basic service failure. They utilize programming mistakes 
to exhaust resources or cause the service to change to an erroneous state. 

4.3.1.1 QoS Errors  
A service fails if it can not provide its service within the QoS parameters guaranteed to 
the client:  

• Data arrives too late  
• Jitter is too high  
• Throughput is too small 

Resilience Errors  
We have seen multiple resilience failures in the past. Examples are:  

• No backup system provided although resilience required  
• Redundant systems are not location disjoint: Natural disaster brings both systems 

down  
• Backup path is not node/link disjoint from primary path: Failure of one node/link 

can bring both paths down  
• Error propagation failure: BGP route flapping caused by join/leave messages sent 

to all BGP speakers  
• Bad failover strategy: SCTP retransmission to secondary IP address (backup path) 

degrades performance  

4.3.2 Failures of the Hardware and the OS 
All hardware errors and all errors of the operating system will result in a failure since we 
do not intend to build resilience mechanisms for these. This is caused by our level of 
abstraction. 
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4.3.2.1 Node Hardware Failures 
Cause Recovery after Example (optional) 

Node destruction Redeploy node Fire, earthquake, overvoltage, aging 

DoS attack Reboot / Blocking illegal 
traffic 

Power outage 

Implementation mistake Reboot / Change hardware Processing blocked by male-formatted 
data  

Software bug of 
operating system 

Software update Memory leak, buffer overflow, 
uncaught exception 

4.3.2.2 Physical Link Failures 
Cause Recovery after Example (optional) 

Cable cut Redeploy node  

Out of range movement  Wireless users moves on 

Signal destruction End of interfering event Noisy channel 

4.3.3 Errors of the Data Transfer Service 
A communication system will inherit one or more services as building blocks. For all 
service challenges, response mechanisms, result of the response, and examples are 
depicted. 

4.3.3.1 Physical Failures 
Challenge Resilience mechanism Service degradation Recovery after 

Link failure Redundant link Partially Redeployment 

Destination node failure  Severely Restart 

Reliability Errors 
Challenge Resilience mechanism Service degradation Recovery after 

Data loss ARQ Partially Retransmit 

Out of order data Re-ordering None  

Data duplication Drop data None  

Data alteration Drop and ARQ /  
FEC 

Partially Retransmit / 
instantly 
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Security Errors 
Challenge Resilience mechanism Service degradation Recovery after 

Data-integrity error  Severely Never 

Time-integrity error  None  

Forwarding Service Errors 
Challenge Resilience mechanism Service degradation Recovery after 

Transfer service error Backup service Partially Service restart 

Unknown destination Drop data None  

Destination unreachable Backup service 
instance 

Severely Restart of dest. 
Service 

Wormhole attack  Partially Re-routing 

Blackhole attack  Severely Re-routing 

Firewall mis-
configuration 

 Severely Re-configuration 

4.3.3.2 Routing Service Errors 
Challenge Resilience mechanism Service degradation Recovery after 

Unnoticed topology 
change 

Monitor source address 
of previous hop 

Partially Change detection 

Unrecognised additional 
node 

Active node 
advertisement 

Partially Node detection 

4.4 Example 
A short example details on how we expect the resilience framework to handle different 
types of experienced errors: a link break, a noisy channel, and a congested router. The 
first scenario is well understood and shows that our approach can integrate already 
existing resilience mechanisms. The second and third scenario illustrates choices of 
multiple possible reactions to overcome an error. The scenarios given are not exhaustive 
but show the general approach we are investigating. 

4.4.1 Setup  
There are two end node A and B, and three routers R1, R2, and R3 which are setup in the 
following topology:  



 

 
Figure 4: Network layout 

We use Ethernet to connect the systems. The end systems run a Unicast link transfer 
service connecting them to their associated router, a forwarding service with a default 
route in the FIB, and an E2E transfer service to communicate with each other. The routers 
run Unicast transfer services building a full mesh, a forwarding service with a FIB that is 
update by a routing service. The routing service is proactive and actively distributes route 
information to its peer instances. 

4.4.2 Link Failure 
A link break will affect the connection between two nodes of the network.  

4.4.2.1 Link Break of [A,R1] from A's perspective 

1. The failure is detected by the Ethernet driver of A  
2. The driver informs the central failure information database (CFID) 
3. The CFID forwards the information to the link transfer, the routing, and the 

forwarding service which have subscribed to be informed about such errors  
1. The link transfer service for [A,R1] gets disabled  
2. The routing service can not find an alternative route  
3. The routing service removes all paths from the FIB  
4. The forwarding service drops all packets without an active route 

After redeployment of the physical link  

1. The driver detects the installation of the link [A,R1]  
2. The driver informs the CFID  
3. The CFID forwards the information to the link transfer and the routing service 

which have subscribed to be informed about such events  
1. The CFID marks the failure as resolved 
2. The link transfer service for [A,R1] gets restarted  
3. The routing service exchanges routing information with the routing service 

on R1, recalculates the RIB and updates the FIB of the forwarding service 
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4.4.2.2 Link Break of [A,R1] from B's viewpoint  

1. The routing service gets informed about the withdrawal of the route to A, 
recalculates the RIB and deletes the routes to A from the FIB 

After redeployment of the physical link  

1. The routing service gets the update that the link is up again ,  recalculates the RIB 
and updates the FIB 

Remarks  

• Should the CFID on B get informed about this incident? If we do so we might run 
into scaling troubles. If we do not we can not let the CFID forward a notification 
to an established E2E link transfer service between A and B.  

4.4.2.3 Link break of [R1,R2] from R1's viewpoint  

1. The failure is detected by the Ethernet driver of R1  
2. The driver informs the CFID 
3. The CFID forwards the information to the link transfer and the routing service 

which have subscribed to be informed about such errors  
1. The link transfer service for [R1,R2] gets disabled  
2. The routing service calculates the new shortest route: {[R1,R3],[R3,R2]} 

and updates the FIB  

After redeployment of the physical link  

1. The driver detects the installation of the link [R1,R2]  
2. The driver informs the CFID 
3. The CFID forwards the information to the link transfer and the routing service 

which have subscribed to be informed about such errors  
1. The CFID marks the failure as resolved  
2. The link transfer service for [R1,R2] gets restarted  
3. The routing service calculates the new shortest path and updates the 

forwarding service: [R1,R2]  

Remarks:  

• Until the switch-over to the new path is completed the E2E link transfer service 
between A and B can experience further failures, like unmet QoS guarantees of 
delay, jitter, burst-rate, etc.  
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4.4.3 Bit Errors  
We assume bit errors to affect a reliable E2E transfer service between A and B. The data 
is sent by B and received by A.  

4.4.3.1 Noisy channel on [R1,A]  

1. The link transfer service connecting A to R1 or the E2E link transfer service 
connecting A with B detect a single packet with a bit error (using checksums)  

1. the packet gets drop by the instance detecting the bit error  
2. Inform the CFID about the packet drop  

2. The cross-functional block optimization decides which functional block gets 
enhanced to realize the reliable service  

1. Either the link transfer service between R1 and A can do local 
retransmission (like snooping TCP)  

2. Or the E2E link transfer service (as it is done today)  
3. Choice of possibilities:  

1. Use ARQ mechanisms to recover from the data loss  
2. Enable FEC mechanisms to repair received packets; ARQ is still enabled 

to retransmit packets which can not be repaired  
3. Change the FEC code if still packets with bit errors are received which can 

not be repaired by the current FEC code  

Remarks:  

• Should the CFID be informed about errors which are masked/repaired by the 
service itself?  

• How can A make sure that the link [R1,A] is noisy and not one of the others of the 
E2E connection? If can not determine which link is noisy it must enable the 
ARQ/FEC mechanisms on the E2E link transfer service!  

4.4.3.2 Noisy channel on [R1,R2]  

1. The link transfer service on R1 detects a bit error  
1. Drop the packet  
2. Inform the CFID about the packet drop  

2. Options for a local recovery:  
1. Enable ARQ mechanisms on the link transfer service between R1 and R2 

to mask the failure  
2. Enable FEC codes on the link transfer service to repair packets locally  
3. Ask the routing service for an alternative route excluding the noisy 

channel  

Remarks:  
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• R1 can not determine if the local link ([R2,R1}) is noisy or one of the links 
leading to R2. This means that enabling ARQ/FEC on the link transfer service 
would not have any impact.  

4.4.4 Congestion 
We assume congestion to affect a reliable E2E transfer service between A and B. The 
data is sent by B and received by A.  

4.4.4.1 Congestion on R2  

1. R2 can not cope with amount of packets and starts to drop packets 
2. Packet loss is detected by either one of: 

1. B receives a message from R2 that it has dropped the packet due to 
congestion 

2. B since no acknowledgement is received before the timeout expires 
3. The reliable E2E transfer service on A detects packet loss and starts ARQ 

mechanisms 
3. Recovery from the packet error: B retransmits the packet 
4. Recovery from congestion (both options not available in this network setup) 

1. Identify the congested router and make the routing service aware of the 
incident. Identify intra-compartment flow re-routing. 

2. Withdraw subnet announcements to one or more routing peers: re-routing 
on the inter-compartment level 

Remarks:  
• Again we might not want to report all incidents to the CFID for scalability 

reasons. Do we report the incident on A, B, or R2 or all of them? 
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5 ARCHITECTURAL DESIGN 

The framework implements our D2R2+DR strategy which is based on the axioms and 
principles. Note that this draft section describes work-in-progress and will be 
significantly refined for the final ANA project deliverable. 

5.1 ANA resilience guidelines 
A set of guidelines will be developed to help others build resilient network system based 
on our resilience framework. These guidelines will include but are not limited to: 

• How to build resilient functional blocks by exploiting mechanism diversity 

• How to exploit spatial and medium diversity during deployment of the system 

• General programming guidelines e.g. late state creation, DoS resistance, etc. 

• What not to do: Errors of the past 

5.2 The D2R2+DR strategy 
The architecture is based on six-step twp-phase strategy D2R2+DR: defend, detect, 
remediate, recover, diagnose, refine, which is based on the understanding of challenges, 
faults, errors, and failures. 

5.2.1 Phase 1: Real-Time Control Loop – D2R2  

The first phase consists of a cycle of four steps that are performed in real time and are 
directly involved in network operation and service provision. Many of these cycles 
operate simultaneously, triggered whenever an adverse event or condition is detected.  

S1. Defend  
The first step in the resilience strategy is to defend against challenges and threats to 
normal operation. The goals are to  

• reduce the probability of a fault leading to a failure  
• reduce the impact of a adverse event or condition  

A threat analysis is necessary to mount a defence.  

http://wiki.ittc.ku.edu/resilinets_wiki/index.php/ResiliNets_Strategy#S5._Refine
http://wiki.ittc.ku.edu/resilinets_wiki/index.php/ResiliNets_Strategy#S5._Refine
http://wiki.ittc.ku.edu/resilinets_wiki/index.php/ResiliNets_Strategy#S5._Refine
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Examples of defences:  

• erasure coding over spatially redundant diverse paths, which permits data transfer 
to continue even when one of the paths is disrupted  

• secure signalling protocols with necessary authentication and encryption to resist 
traffic analysis and prevent the injection of bogus signalling messages 

S2. Detect 
The second step is to detect when an adverse event or condition has occurred. Detection 
is used to determine when defences:  

• need to be strengthened  
• have failed and remediation needs to be occur 

S3. Remediate 
The third step is to remediate the effects of the adverse event or condition to minimize 
the impact. The goal is to do the best possible at all levels after an adverse event and 
during an adverse condition. Corrective action must be taken at all levels to minimize 
the impact of service failure, including correct operation with graceful degradation of 
performance. 

S4. Recover  
The fourth step is to recover to original and normal operations, including control and 
management of the network.  

Once an adverse event has ended or an adverse condition is removed, the network 
should recover from its remediation state to allow any degraded services return to 
normal performance and operation.  

Examples:  

• deployment of replacement infrastructure after a natural disaster  
• restoration of normal routes after termination of a DDoS attack or the end of a 

flash crowd 

5.2.2 Phase 2: Background Diagnosis and Refinement  

The second phase consists of two background operations that observe and modify the 
behaviour of the D2R2 cycle: diagnosis of faults and refinement of future behaviour.  



S5. Diagnose 
While it is not possible to directly detect faults, a system may be able to detect resultant 
errors within itself, or failures may be detected outside the system. It may be possible to 
diagnose the fault that was the root cause. This may result in an improved system design, 
and may affect recovery to a better state. 

S6. Refine  
The fifth step is to refine behaviour for the future based on past D2R2 cycles. The goal is 
to learn and reflect on how the system has defended, detected, remediated, and 
recovered so that all of these can be improved to continuously increase the resilience of 
the network. 

5.3 Minmex and the resilience framework 
The resilience engine will be located in the playground as shown in figure 5. There it can 
directly interface with the functional composition, the incident dissemination engine 
(IDE), and the functional blocks of the data plane. The information provided by the 
monitoring can be accessed via the challenge detection engine (CDE). 

MINMEX
controller

Bootstrap
procedure Key-val store

Internal
packet dispatch

Platform OS + link layer

Platform abstraction layer + per net/segment management hooks

apps Application Layer

Legacy apps

New (ANA) apps

MINMEX core ANA Playground

Monitoring

CDE

IDEResilience
Engine

Functional
Composition

FB1

FB2

FB3

FBn

 
Figure 5: The resilience engine in the ANA node 
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5.3.1 Exploiting Redundancy and Diversity 
To make a communication system resilient requires the introduction of resilience 
mechanisms at multiple locations. Clearly we reuse functional blocks which we consider 
sufficiently resilient and add resilience mechanism to the other functional blocks. Further, 
we add resilience mechanisms to the interaction of functional blocks and the creation of 
the functional processing graph generated by the functional composition framework. 

Mechanism Diversity within a Functional Block 
A functional block is selected by the internal routing of the MINMEX framework. We 
exploit diversity of functional blocks by building a generic wrapper which has the same 
interface as the functional block and inherits internally multiple different 
implementations of the functional block. The wrapper uses a function pointer to dispatch 
the current call to one of these implementations. Such a wrapper is depicted in figure 6. 

 
Figure 6: Implementation Diversity 

The resilience framework configures which implementation to use by setting the internal 
function pointer to a specific implementation. Therefore, the wrapper must provide an 
interface for the resilience framework to select a function block implementation. 

Mechanism Diversity and Temporal Redundancy of the 
Functional Processing Graph 
The functional composition framework generates a graph of functional blocks to process 
messages on a node. This generation is guided by the compartment definition, cross-layer 
sensing, and user/application requirements. As indicated in principle 1 resilience is a 
requirement of the application to the network. This means, that the functional 
composition framework has to generate a graph of functional blocks which meet the 
functional as well as the resilience requirements. In order to meat the resilience 
requirements the functional composition framework can add functional blocks providing 
resilience mechanisms to the functional processing graph or generate more than one 
graph. 
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The functional composition framework integrates functional blocks which inherently are 
resilient or adds additional functional blocks to add resilience mechanisms to the 
processing graph. Furthermore, it can add additional external error detectors (see section 
below). These detectors support the resilience framework to detect errors earlier and 
allow reacting faster to them.  

Generating more than one graph exploits redundancy by providing an alternative 
processing graph if the primary processing graph fails. A switch over is easily done by 
changing the first pointer in the Information Dispatch Table of the MINMEX 
framework and updating the next header list guiding the further processing. If the 
generated functional processing graph uses different implementations of the used 
functional blocks diversity is also exploited. 

Spatial redundancy of functional blocks 
In order to provide spatial redundancy of functional blocks we introduce a dynamic 
instantiation mechanism for functional blocks in conjunction with active monitoring of 
the peer instances. 

If the functional composition framework instantiates a functional block the resilience 
framework checks if backup instances of this functional block have already been 
instantiated within the compartment. If there are not sufficient backup instances to meet 
the resilience requirements new instances of the functional block are set up within the 
compartment. 

While a functional block is active it monitors its peer instances for availability. If a 
backup instance fails the resilience framework has to set up a new instance within the 
compartment to meet the resilience requirements again. If the primary functional block 
fails a new primary is chosen from the backup instance and a new backup instance is 
started by the resilience framework within the compartment.  

5.4 Detectors 
As we have shown in Figure 3 we integrate detection mechanisms to detect challenges on 
the one hand and errors on the other hand. This section describes the functionalities these 
two kinds of detectors have to provide. 

5.4.1 Error and Failure Detectors 
To detect an error we can use internal and external error detectors. An internal error 
detector is integrated into the functional block realizing the service. An external error 
detector uses an interface to the service to detect errors of this service. In the examples a 
service called Service 1 uses a service called Service 2.  



Error Detectors 
A service instance can detect errors internally and start fault containment and remediation 
mechanisms to prevent error propagation and to mask errors from client service instances. 
An example of an error detector is a checksum mechanism which checks the integrity of 
received data. If the received data is not integer the service drops it and possibly re-
requests it from the sender to mask the error. Figure 7 shows an example of such an 
internal error detector. 

 
Figure 7: Detector within the service instance 

Failure Detectors 
If an error can not be contained within a service instance and thereby gets visible on the 
service interface a failure of the service instance can be observed. A failure detector can 
be an entity on its own or be embedded into the client service instance. An example of a 
failure detector is a mechanism which checks sequence numbers of received data. Out-of-
order data is re-ordered to match the original data order, duplicated data is dropped and 
lost data is re-requested from the sender. Thereby the service can recover from the failure 
of the used service instance. Both kinds of failure detectors are shown in figure 8.  

            
Figure 8: Detectors outside the service instance 
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5.4.2 Challenge Detectors 
Challenges like attacks, flash crowds or link disconnects will be detected by the 
monitoring. Such adverse events are forwarded and processed by the incident detection 
engine as shown in figure 5. According to the detect stage of our strategy detected 
adverse (IDE) events will trigger a reconfiguration of the defensive measures to protect 
the system from the impact of the event. Details of the monitoring framework can be 
found in D3.1. 

5.5 Interfaces 
As depicted in figure 5 the resilience engine needs to interface with the functional 
composition, the challenge detection engine (CDE), the incident dissemination engine 
(IDE) and the functional blocks. This section details on the interfaces and how they 
support resilient networking.  

5.5.1 Interface to the functional composition framework 
The level of resilience required to fulfil the mission of the application must be reflected in 
the composed functional block graph. Therefore, the resilience requirements are part of 
the input to the functional composition framework along with the functional 
requirements. The functional composition framework has to understand the resilience 
requirements and incorporate appropriate functional blocks into the functional block 
graph.  

5.5.2 Interface to Incident Dissemination Engine 
Information about adverse events collected by the detectors is stored and distributed by 
the IDE. Depending on the kind of adverse event the information must be distributed to 
other entities within the compartment. To distribute the information to the entities which 
need to have them, the resilience engine must provide a dissemination function to the IDE 
based on the occurred incident. Since the dissemination of service failure information 
depends on the service description a generic dissemination function seems to be 
unsuitable. The development of suitable dissemination functions must be part of the 
investigation of network resilience.  

During the remediation phase the incident information must be forwarded to functional 
blocks to react to the incident. Therefore, the functional blocks register themselves with 
the IDE and request specific kinds of incident information they need to get. The IDE 
forwards newly received information to all subscribed functional blocks. 

Finally, during the refinement phase the resilience engine has to query the IDE about 
incidents and fault-diagnosis results. These results will influence new functional 
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compositions, addition of new functional blocks and updating the detectors and defensive 
measures. 

5.5.3 Interface to the functional blocks 
The resilience framework must be able to switch the active implementation of a 
functional block on demand. Therefore, the wrapper of the functional block has to 
provide an interface to the resilience framework. Moreover, this allows us to update 
existing implementation and load new implementation into the wrapper on demand to 
increase mechanism diversity. 
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6 CONCLUSION 

Resilience is increasingly critical to the future of our network infrastructure. To enable a 
systemic and systematic approach to this problem space we have presented definitions 
that aim to build a common terminology amongst researchers. Based on these definitions 
we have proposed four axioms and a set of principles as guideline to our work. These 
general axioms and principles will be used to design and implement a resilient network 
system based on the ANA network architecture. We have approached this by taking a 
service-oriented view on the network. This allows us to define deviation of service 
delivery which must be detected to trigger reaction mechanisms. A design of a resilient 
network system has been outlined by means of our D2R2 + DR strategy. Finally, we have 
introduced which components must be designed and implemented and how they have to 
interact with each other. 
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