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Executive Summary

In the ANA environment, self-optimization refers first to the ability of a compart-
ment to self-optimize. In this document we have addressed three kinds of representative
optimization problems, namely traffic balancing/engineering, topology control, and data
placement. However when many compartments co-exit, which is the case in the ANA
architecture, simply running independent optimizations in distinct compartments may
not necessarily give the best results and may even lead to instabilities. And this is true
for peer compartments in a flat structure, as well as for compartments laid over one an-
other. These two structures are therefore considered in this document. Yet another issue
addressed in this deliverable is the level of co-operation between compartments, or the
level of intercompartment-awareness when running compartment-local optimizations.

Based on these concerns this document has four main parts describing four kinds
of optimization problems encountered in large multicompartment distributed systems.
In the first two parts we consider a federation of autonomous compartments forming a
large but flat intercompartment system and we show how a compartement may reach a
better optimum if it is aware of the intercompartment level. This is illustrated with a
traffic engineering example. In the same context of peer compartments, we also address
possible instabilities resulting from the impact the optimization of a compartment may
have on other compartments, and we propose to use game theory to model and reason
on this problem. In the third and fourth parts we consider compartments laid over one
another, and we show how an overlay compartment can optimize its topology so as to
stay close enough to the underlay topology, with little or no cooperation between both
levels. On the other hand we also address this kind of multilayer optimization problem
using a cooperative approach to aid compartments in reducing intercompartmental traf-
fic by having compartments optimize the placement of data in the network so as to bias
traffic.

This deliverable synthesizes the results achieved so far in task 3.2 (Self-optimization)
of the ANA project, and is voluntarily kept short. Chapter 2 has been accepted for pub-
lication [1]. A preliminary work of chapter 4 has been published [2] and an extended
version of it has been accepted for publication in [3]. Finally, two papers based on chap-
ters 3 and 5 are in preparation.
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Chapter 1

Introduction

In accordance with the ANA architecture, we see ANA environments as a (possibly
large) set of fully autonomous compartments interconnected to each other to form an in-
tercompartment topology. Some compartments may be connected to other ones through
some gateway nodes. Some compartments may also be laid over one or several other
compartments.

Optimizing such a distributed system raises a number of issues. In accordance with
a compartment’s full autonomy, we consider that every compartment may have its own
(self-)optimization mechanisms (e.g. a traffic engineering algorithm that optimizes the
traffic crossing this compartment according to some local cost function). This optimiza-
tion may be purely intra-compartment, which means that the compartment is unaware
of any possible impact its own optimization may have on other compartments and there-
fore does not take this impact into account, even if there is one, thus leading to a possible
underoptimization of its own compartment and/or possible instabilities. In the best case,
the intra-compartment optimization may be inter-compartment aware. This means that
the compartment can anticipate the consequences of intra-compartment optimizations
and find a better optimum and/or improve stability.

This first important issue is addressed in chapters 2 and 3. In chapter 2 we study the
problem of intra-compartment traffic optimization as a typical optimization problem.
We show that if the compartment only knows its intra-compartment traffic matrix as
input, a typical traffic optimizer, such as a link cost optimizer, will not necessarily an-
ticipate that changes in internal link costs may also change the exit point of some traffic
and therefore change the intra-compartment traffic matrix, which was the input of the
optimizer! A first consequence is that the resulting operating point is not the expected
one, and the compartment is underoptimized. As a solution to this problem we propose
a method to find a better optimum by raising the awareness of a compartment to some
intercompartment routing rules.

However, the change of the exit points for some traffic also changes the input traf-
fic of the downstream compartments. This cascading effect may even reach again a
previous compartment, thus forming loops leading to possible instabilities in the com-
bined optimization of the whole system. In chapter 3 we address this kind of distributed
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optimization problems among fully autonomous compartments in the setting of game
theory. We investigate the concept of self-stability by establishing realistic analytical
models to determine the stability of ANA-like environments and methods of conver-
gence. The goal is to propose practical implementation techniques and compartment
designs that facilitate self-stability.

So far we have considered that the compartements were sitting side by side to form
a structured but flat topology. Other issues appear when compartments can be laid over
one another, thus forming multilayered architectures. To illustrate this we can consider
an infrastructureless wireless compartment running its own topology control mecha-
nism, which tries to optimize its topology in order to provide better capacity. Indeed if
the wireless ranges of the nodes are too short the compartment may not be a connected
graph, but if the ranges are too wide then nodes create too much interference with nearby
transmissions, thereby decreasing the capacity of the compartment. A topology control
algorithms tries to adapt the ranges dynamically in a distributed way to ensure connec-
tivity and optimize the capacity of the compartment. Now consider another compart-
ment laid over this wireless compartment. The overlay compartment typically consists
of a subset of the underlay nodes forming a community running a particular protocol.
Suppose the overlay compartment also runs a topology optimization algorithm. This
means that overlay nodes will not form a full-mesh topology, but will rather select a few
nodes as neighbours and reach other nodes through one or several intermediate overlay
nodes. To optimize the overlay compartment, it is much better to have some awareness
of the underlying topology. For example, if the overlay knows the number of wireless
hops to reach other overlay nodes, it will preferably choose close neighbours. In other
words, the overlay should try and map the overlay topology to the underlay topology.
However, when the underlay topology changes over time, due to an underlying topol-
ogy control algorithm or due to the mobility of nodes, then the overlay should track
those changes to remain optimal. In chapter 4 we study this problem and propose an
overlay topology control algorithm that finds a good trade-off between properties like
path stretch, delay and bandwidth consumption in the more challenging environment of
mobile ad hoc underlay compartments.

In the previous example no cooperation is assumed between the underlay and the
overlay. Another kind of multilayer optimization where cooperation is considered is the
data placement problem in peer-to-peer (p2p) overlays. The rise of p2p applications
poses a new challenge for underlay compartments whose respective infrastructures are
now facing increased and sustained traffic loads. These problems are not necessarily due
to the number or size of files being shared between peers, but rather result from topo-
logical discrepancies between the overlay and underlay networks. Clearly, p2p traffic
across compartments should be minimized so as to utilize available bandwidth effec-
tively. However, there is no easy solution to this problem in the flexible and completely
decentralized ANA architecture. In chapter 5, we propose a cooperative approach to
aid compartments in reducing inter-compartmental traffic by having compartments op-
timize the placement of data in the network so as to bias traffic.

FP6-IST-27489 ANA Project - Deliverable D.3.4v1 - Self-optimisation in ANA Page 2



1.1 Scope of Deliverable

In the ANA environment, self-optimization refers first to the ability of a compartment
to self-optimize. In this document we have addressed three kinds of representative op-
timization problems, namely traffic balancing/engineering, topology control, and data
placement. When many compartments co-exit, which is the case in the ANA archi-
tecture, simply running independent optimizations in distinct compartments may not
necessarily give the best results and may even lead to instabilities. And this is true for
peer compartments in a flat structure, as well as for compartments laid over one another.
These two structures are therefore considered in this document. Yet another issue ad-
dressed in this deliverable is the level of co-operation between compartments, or the
level of intercompartment-awareness a compartment has when it runs a compartment-
local optimization.

1.2 Structure of Document

Chapter 2 proposes an intercompartment-aware compartment optimization that improves
classical purely intracompartment algorithms. It will appear in [1]. Chapter 3 studies
instabilities resulting from independent optimizations in different autonomous compart-
ments, and investigates the concept of self-stability in the setting of game theory. Chap-
ter 4 proposes a self-optimized topology control algorithm for compartments laid over
mobile underlay compartments. An extended version has been accepted for publica-
tion [3]. Chapter 5 proposes a method to optimize the placement of data in the overlay
compartment so as to reduce traffic between underlay compartments.
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Chapter 2

Intercompartment-aware
compartment optimization

Intracompartment traffic engineering consists in routing traffic in an optimal way from
ingress nodes to egress nodes in a compratment. If shortest path routing is used, the
only way to optimize the traffic paths is by finding an appropriate set of link weights that
minimizes a given objective function. For example, if this objective is to minimize the
total (equivalently the average) link load, a solution consists in assigning unitary weights
to all links in the network. On the other hand, to minimize the average link utilization,
the solution consists in choosing link weights that are inversely proportional to the link
capacities. Note that these two examples are representative of traffic-independent link
weights settings, i.e. they minimize their respective objectives for every possible traffic
matrix.

For other objective functions (e.g. minimizing the maximum link load or utilization),
the optimal choice of link weights usually depends on the traffic matrix. Therefore in
its simplest form the resolution of this optimization problem needs to take as inputs (1)
the topology with unknown link weights, (2) the chosen objective function, and (3) a
traffic matrix, which specifies the amount of traffic between every pair of ingress/egress
nodes [4]. This optimization problem is NP-hard and good local-search heuristics are
thus needed to find a set of link weights that reasonably minimizes the objective function
in a reasonable time.

However this approach is unaware of the interdependence between intracompart-
ment and intercompartment routing protocols. If an "early exit" rule is present in the
intercompartment routing protocol (as it is the case for BGP), the real traffic demand
is actually an intercompartment traffic matrix (interTM), while the intracompartment
traffic matrix (from ingress to egress nodes - intraTM) is only the result of applying in-
tercompartment routing decisions on the interTM. Even if we consider that the interTM
and the intercompartment routes are invariant, the intraTM may still vary if some link
weights are changed inside the compartment. This is typically be due to the early exit
decision rule. Given the rationale of such a rule, it is indeed likely that ANA intercom-
partment routing protocols will implement something similar.
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2.1 Related Work

A first Link Weight Optimizer (LWO) for a given intraTM has been proposed by Fortz
et al. in [4]. It is based on a tabu-search metaheuristic and finds a nearly-optimal set
of link weights that minimizes a particular objective function, namely the sum over
all links of a convex function of the link loads and/or utilizations. This problem has
later been generalized to take several traffic matrices [5] and some link failures [6] into
account. In our LWO we reuse the heuristic detailed in [4], but we have adapted this
algorithm to consider the effect of early exit routing. All the later improvements to this
algorithm (i.e. multiple traffic matrices, link failures) could be integrated in our new
LWO in a similar way.

The fact that the intracompartment TM is not the correct input for many Traffic
Engineering problems had already been pointed out in [7, 8] by Feldmann et al., who
suggested to consider the set of possible egress links in the traffic matrix. In [9] several
extensions to the classical LWO problem are briefly described by Rexford, including a
sketch of a method that resembles ours. Our work is in line with this recommendation,
as we connect several equivalent egress nodes to a single virtual node representing the
destination, but our work proposes a complete method to solve the link weights opti-
mization problem, applicable to intracompartment and peering links, and we demon-
strate its efficiency on an operational network. In [7] some methods to compute traffic
matrices from netflow traces are also presented, which are reused in this paper.

Cerav-Erbas et al. have already shown in [10] that the link weights found by a LWO
may change the intracompartment TM considered as input. In that paper they also
show that applying LWO recursively on the resulting intracompartment TM may not
converge. They propose a method that keeps track of the series of resulting TMs and at
each iteration they optimize the weights for all the previous resulting intracompartment
TMs simultaneously. However, they do not consider the general problem with multiple
exit points for each destination, let alone taking advantage of it.

2.2 An Intercompartment-aware link weights optimizer

A network is modeled as a directed graph, G = (N,L) whose vertices and edges repre-
sent nodes and links. The basic intracompartment topology is composed of all the nodes
and links that belong to the compartment. We consider two disjoint categories of desti-
nation addresses. The single-egress addresses are those destinations for which only one
next hop is preferred by the intercompartment routing protocol, regardless of any early
exit criteria. The early exit destinations are all the other addresses for which the inter-
compartment routing protocol will use the early exit criterion to select the egress node
in the compartment. The traffic forwarded to the single-egress destinations constitutes
a (early exit invariant) intraTM, called TMinvar.

For every early exit destination we conceptually add a virtual node representing it.
Then for every peering link on which early exit destinations have been announced, we
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extend the intracompartment topology with a link+node pair representing this peering
link and the neighboring router on the other side of this link. Finally we attach all
these neighboring routers to the virtual node (representing the early exit destination) by
adding virtual links.

Therefore we have three disjoint sets of edges in the topology: Lintra is the set of
intracompartment links, Linter is the set of intercompartment links, and Lvirtual is the
set of virtual links. Similarly we split the nodes in the topology into three disjoint sets:
Nintra is the set of routers from the local compartment,Nneigh is the set of border routers
in neighboring compartments, and Nvirtual is the set of virtual nodes. Figure 2.1 shows
such a topology. P1, P2, P3 and P4 are early exit destinations.

Figure 2.1: Topology with virtual nodes

Each virtual link (l ∈ Lvirtual) has infinite capacity cl = ∞ and a fixed weight
wl = 0. Every other link (l ∈ Lintra ∪ Linter) has a capacity cl and a weight wl. Let us
note that intercompartment and virtual links are directed (toward the destination) as no
transit via a virtual node is allowed.

The traffic will follow the shortest path(s) based on the link weights, which respect
both the intracompartment routing protocol based on shortest paths and the intercom-
partment routing protocol’s early exit rule. Once the paths are chosen, we can associate
with each link l a load ll, which is the proportion of traffic that traverses link l summed
over all pairs of source/destination nodes. The utilization of a link l is ul = ll/cl.

The goal of the LWO is then to find the set of link weights that minimizes our
network-wide objective function based on the loads and/or utilizations of intracompart-
ment and intercompartment links.

2.2.1 Aggregating destinations

The problem as formulated in the preceding section is not solvable in practice. Indeed
the number of destination addresses in the routing table of a router would be too large.
However all destinations that are reachable through exactly the same set of possible
nodes ∈ Nneigh can be aggregated (e.g., nodes P1 and P2 in figure 2.1 can be merged)
as they are indistinguishable from an intracompartment routing perspective. This will
drastically reduce the number of virtual nodes. Note that if n is the number of peering
links of the AS, there can still be 2n virtual nodes in the worst case. In practice however
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it is much lower, as explained in [11]. Indeed routes are often announced with the same
parameters on peering links with the same neighbor AS. For the operational network
we have used as a case study, the number of peering links traversed by early exit traffic
is 18. Out of 218 possible different combinations of peering links, only 26 are actually
observed!

We can still go one step further by taking the traffic destined for each aggregated
virtual node into account. For example, in our case study we have noticed that no traffic
is sent to 8 of them, and only a very small volume of traffic is sent to 13 others, thus
leading to 5 nodes receiving 99.94% of the early exit traffic. So we can basically extend
the intracompartment topology with these 5 virtual nodes without really losing accuracy.
This is really significant for the practical efficiency of the LWO. More precisely, using 5
nodes instead of 18 reduced the average computation time of the algorithm from 582 to
140 seconds1 without decreasing the quality of the provided solutions. Stated otherwise,
the same computational budget would allow us to find a better solution (using more
iterations) on the smaller topology.

2.2.2 Engineering intra- and intercompartment links

LWOs usually try and find a nearly optimal set of intracompartment link weights. An
optimal set of weights is defined as a set of weights that associates the minimal value
to a predefined objective function. The objective function is generally the sum over
all the links of a convex function of the link load and/or utilization. In [4] they use
a piecewise linear convex function of the link utilization and capacity (φl for link l):
φ =

∑
l∈Lintra

φl, where Lintra is the set of intracompartment links. We reuse this
network-wide objective function, while others could be used in the optimizer.

As intercompartment links are now part of the topology, we can include these links
in the objective function. We are flexible with respect to the inclusion of these intercom-
partment links in the objective function by adding a parameter α which determines the
relative importance of intercompartment links with respect to intracompartment ones.
The new function is φ =

∑
l∈Lintra

φl + α
∑

l∈Linter
φl.

The inclusion of intercompartment links in the objective function is a key advan-
tage of our method as it allows the LWO to engineer these intercompartment links in
addition to intracompartment ones. With a classical LWO there is no point in including
intercompartment links in the topology and engineer them, because the intracompart-
ment TM used as input pins down the egress node anyway, thus assigning the same load
on the intercompartment links irrespective of the link weights. As we relax the con-
straints on the egress nodes, it seems natural to take advantage of it to also engineer the
traffic on intercompartment links. With our method it suffices to include these links in
the objective function.

1This is the average computation time over 14 runs on different TMs with 50 iterations per run. We
have used 50 iterations because we have noticed that increasing this number did not significantly improve
the quality of the solution found on this data. These simulation times are measured on an IBM computer
eServer 325 with 2 AMD opteron 2GHz 64 bits processors and 2GB of memory.
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2.3 Simulations on an operational network

To test our algorithm we have used the current Internet. We have mapped an ANA
compartment on the AS (Autonomous System) concept, and we have used BGP as in-
tercompartment protocol, which means that destinations are grouped into prefixes. We
have tested our algorithm on real data of a multi-gigabit operational network that spreads
over the European continent and is composed of about 25 nodes and 40 bidirectional in-
tracompartment links. Link capacities range from 155Mbps to 10Gbps. It is a transit
network that has two providers connected with about 10 intercompartment links, has
other peer ASes connected with about 15 shared-cost links, and has more than 25 cus-
tomer ASes, which are mainly single-homed. The total traffic exchanged is about 10
Gbps on average.

We had access to about one month of traces, one BGP dump per day and one sampled
netflow file for each ingress router. With these data we have generated 2,512 aggregated
interTMs (each matrix is an average over 15 minutes). This whole set of traffic matrices
is representative of the traffic on the studied network. Some of these induce a low load
on the network while some induce a high load2.

The average number of prefixes is 160,973 of which 97.2% (156,407) are early exit
prefixes. If we now take traffic into account, we have measured that these 97.2% amount
to 35.6% of the traffic on average. This is still enough to have a significant impact
on the link loads of the network. Over all recorded TMs, the peak value is 51.7% of
the traffic and the minimal value is 24.6%. Another interesting fact is that on average
99.94% of early exit traffic is destined for the 5 biggest clusters of prefixes. The sets of
intercompartment links giving access to each of these 5 clusters of prefixes are either all
peering links to a neighboring AS (for 3 clusters), or a mix of peering links from two
such ASes (for 2 clusters).

2.3.1 Intracompartment TE

We first compare a classical LWO (denoted IntraLWO) with our intercompartment-
aware optimizer (denoted EE-awareLWO for Early-Exit-aware LWO). To execute In-
traLWO we had to generate for each intercompartment TM the corresponding intra-
compartment TM where the early exit traffic is routed considering the present (i.e., non
engineered) link weights. So these intracompartment TMs are those that would be mea-
sured in the network. For the comparison we have run both optimizers on all the 2,512
aggregated intercompartment TM. Optimizers consider weights in a range from 1 to
150. Figure 2.2 shows the maximal intracompartment link utilization (Umax) for some
worst-case TMs.

We have run IntraLWO on every intracompartment TM, and computed the result-
ing maximal link utilization, assuming that the intracompartment TM remains invariant
(thus ignoring early exit effects). In the sequel these values are denoted IntraLWO-

2The set of intraTMs built from the same BGP data and neflow traces is described in [12].
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Figure 2.2: Umax values for some worst case TMs

optimistic. For this link weights setting, if early exit effects are taken into account, we
get the resulting maximal intracompartment link utilization denoted IntraLWO-resulting.
These are the real values that would be observed if the optimized link weights were in-
stalled in the network. These values are very different, and sometimes the resulting
maximal utilization is even worse than the routing without link weight optimization
(not present in the figure). Finally we have run our EE-awareLWO and we can see that
the maximal link utilizations are very good. Figure 2.2 shows a selection of TMs pro-
viding the worst-case values for IntraLWO-resulting3. The average reduction of Umax

from IntraLWO-resulting to EE-awareLWO over all TMs is 4.5%, but let us outline that
the worst-case TMs do matter much more, because the main goal of our LWO is to filter
out the unexpectedly bad link weights settings proposed by a classical LWO. In all cases
the real minimal value of Umax achievable in practice are the values of EE-awareLWO,
since the IntraLWO-optimistic are disqualified in the comparison.
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Figure 2.3 shows the CDFs (cumulative distribution functions) of the maximal link
utilization over the 2,512 TMs for EE-awareLWO and IntraLWO-resulting. IntraLWO-
optimistic is not depicted on the figure because it would be almost mixed up with EE-

3In this case we define worst case values as values of traffic matrices providing the highest intracom-
partment maximal link utilizations.
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awareLWO. We can clearly see that EE-awareLWO is better than IntraLWO-resulting.
Figure 2.4 gives the proportions of TMs per range of maximal link utilizations. In
this figure we can see that EE-awareLWO takes advantage of the freedom of choice of
the egress point(s) for early exit traffic. Indeed EE-awareLWO is slightly better than
IntraLWO-optimistic. For example there are 3.4% less TMs in the [30, 40) range. This
indicates that our optimizer can change the egress point of some early exit traffic to
better engineer the network.
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2.3.2 Intercompartment Optimization

One of the most innovative feature of our LWO is its ability to engineer traffic on the
intercompartment links. We first analyse the maximal link utilizations of the intercom-
partment links with the present link weights. The average value of Intercompartment
Umax over all TMs is 36.8%. This value can peak at 73.7%. We have selected the
worst TMs in this respect4 and run EE-aware LWO on them with intercompartment
links in the objective function. The results are shown in figure 2.5 for the peak TM. The
maximal intercompartment link utilization is reduced from 73.7% to 36.8% when using
EE-aware LWO. It shows that the LWO can take advantage of early exit routing to also
engineer traffic on intercompartment links.

We now show that the optimization of intercompartment links is not done at the
expense of intracompartment links. To this end we have run EE-aware LWO with and
without intercompartment links in the objective function (α = 1 or α = 0, see section
2.2.2) on the 50 TMs leading currently to the maximal intercompartment link utilization.
Figure 2.6 presents the average intracompartment and intercompartmentUmax values for
these matrices. It shows that EE-aware LWO with all links in its objective function can
optimize intercompartment links almost without impacting intracompartment links. The
average intracompartment Umax value is indeed almost equivalent in both cases.

4Here worst case TMs means TMs providing the highest intercompartment link utilization with
present link metrics.
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2.4 Conclusion

We proposed a intercompartment-aware Link Weight Optimizer (LWO) that extends
the classical (intracompartment) LWO to take into account early exit routing principle.
The optimized link weights, if deployed, will actually give rise to the link loads ex-
pected by the optimizer, contrary to a classical (intracompartment) LWO that may lead
to unexpectedly high loads on some links when changing weights impact the intraTM.
In practice the method only requires to extend the intracompartment topology with a
limited number of virtual nodes and links, which preserves scalability, as shown on an
operational network used as a case study. The aggregated interTM associated with this
extended topology replaces advantageously the classical intraTM as input to the LWO.
On this basis, a classical LWO requires only small modifications to be reused on the
extended topology, and this allows us to reuse all its well-tuned heuristics.

The most innovative key asset of the method is its ability to optimize traffic on
intercompartment peering links as well. We have shown on a case study that it does so
very efficiently at almost no extra computational cost.

As for a classical LWO, our method can be extended to more general scenarios
including several traffic matrices as input and/or possible link failures. Note however
that an interTM used as input is likely to be already more stable (and thus representative)
than intraTMs. Indeed the intercompartment matrix is invariant under all local early exit
fluctuations, e.g. due to failures. This better stability of the intercompartment matrix
would allow us to use a smaller set of representative matrices as input, which in turn
would give unique link weights settings that are better optimized for each of them.

Even though our method requires additional inputs to build the interTM and some
more computation power, this pays off, because our intercompartment-aware LWO
clearly outperforms classical (intracompartment) LWO.

A known potential issue with LWOs is route instability. As there is no mutual agree-
ment on the egress/ingress points between ASes, it is not guaranteed that two neighbor-
ing ASes (say ASx and ASy) running their LWO will not oscillate, one reoptimizing its
link weights after the other. Indeed each link weights optimization in ASx can lead to a
change of some egress points, changing the traffic matrix in ASy which may trigger the
reoptimization of the link weights in this AS, and so on, leading to route oscillations.

Such instability may already happen with classical intercompartment-blind LWOs
and, as our proposed LWO does not address this issue, some instability may also poten-
tially exist in our case. This is still an open research topic. Instability problems will be
addressed in the next chapter.

Finally, this chapter has been accepted for publication [1].
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Chapter 3

Self-stability and optimization in
presence of multiple autonomous
compartments

3.1 Motivation and Objectives

The operational environment enabled by ANA is one of large distributed and decentral-
ized compartments with full autonomy, interacting on behalf of their own objectives and
self-interests. This form of networking is highly attractive not only in its self-* prop-
erties, but also because it is flexible enough to support diverse and novel networking
architectures, protocols and applications. For example, when regions of the networks
(e.g. domains, ASes, etc.) are organized into autonomic compartments and publicize
themselves as individual transport services, end users (or applications) have the choice
of selecting a subset of these compartments to form end-to-end paths [13]. Thus com-
plex user-oriented routing logics (e.g. runtime adaptation, content discovery, etc.) could
be executed and QoS assurance could be better supported. In essence, autonomic ANA
services are expected to behave according to their own knowledge capability, decision
logic, and private goals, thus fostering a large scale distributed environment of indepen-
dent "entities" sharing a common resource pool (i.e. the networks).

The lack of central coordination in ANA poses a serious question of stability, as
evident in some of today’s networking problems: BGP routing policy conflicts, overlay
vs. underlay route optimization, P2P networking, etc. The key factors that cause this
instability in ANA environments are:

• large scale environment of independent “entities"

• local decision making based on self-interest

• concurrency
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• dynamic and evolving networking environment

• incomplete and inaccurate information

The individual decisions often lead to sub-optimal system objectives (e.g. load bal-
ancing and fair-sharing of resources), and the inevitable resource contention and the
resulting self-optimization of ANA compartments may lead to system oscillations and
resource deadlocks.

Under the topic of self-stability and optimization in ANA, we strive to find and de-
velop fundamental theories in support of self-stabilization in ANA and analyze (and
hopefully suggest) ANA compartment design principles to achieve some degree of
global control and resource optimization. To this end, we investigate the concept of self-
stability in ANA by establishing realistic analytical models to determine the stability of
ANA-like environments and determining methods of convergence; and proposing prac-
tical implementation techniques and compartment designs that facilitate self-stability.
For experimentation, we will establish the end-to-end QoS-assured path composition
and adaptation service as an example demonstration of our findings.

3.2 Concept of Self-Stabilization

The concept of self-stabilization was first introduced in 1973 by Dijkstra [14]. He de-
scribes a self-stabilizing system as a distributed system where individual component
behavior is determined by a subset of global system state that is known to the compo-
nent and the global system must exhibit the property of “regardless of its initial state, it
is guaranteed to arrive at a legitimate state in a finite number of steps". Two key proper-
ties are 1) the system could initiate in any state 2) the system can always recover from
transient faults. When discussing self-stabilization, the concept of closure and conver-
gence [15] are often mentioned. The closure property describes that if the system is
stable, after a number of executions it will remain stable unless perturbed by external
force. The convergence property states that if the system is unstable, it has a tendency
to move towards a stable state over time. The length of time that must elapse for this
process to terminate is sometimes referred to as the convergence span. It is apparent
that self-stabilization exhibits many of the desired self-* properties of self-managing
networks and hence is an important area of investigation in autonomic research.

Although there are some existing self-stabilizing algorithms proposed for specific
network problems (e.g. the maximum flow problem [16]), thus far few research has
been done in studying the feasibility of applying self-stabilization to self-managing net-
works or analyzing the self-stabilization properties of existing self-management theo-
ries. However, we believe this is a promising area of research. For example, many of the
proposed theories for the design of self-managing networks exhibit certain degrees of
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self-stabilization, such as the dynamic equilibrium concept from game theory, free mar-
ket principles from Economics, and the emergence concept in biology. We conduct our
study using game theory for a number of reasons. 1) Game theory is a well formulated
analytical methodology established over the span of decades in economics and math-
ematics; 2) There exists a large body of work on applying game theory to networking
problems and have shown its effectiveness in analyzing various networking scenarios.

In the network context, existing principles of self-stabilization alone are not enough
to ensure effective system performance. Two other factors should be considered. 1) we
require a measure of “how good" a stable state is. The concept of Price of Anarchy
is applicable in that it attempts to quantify the optimality of a stable state. 2) Oscilla-
tion among stable states should be avoided. Consider the following scenario: assuming
a self-stabilizing network with two legitimate states, each of which has a completely
different way of routing traffic through the network. The convergence property states
that if the system is in an illegitimate state, it will eventually return to one of the two
legitimate states. The closure property assures us that regardless of the time elapsed; the
system will stay in legitimate states, unless disrupted by external force. However, these
two properties alone are not strong enough to guarantee the stability of a path, since
constant oscillation between the two legitimate states is then possible, which results in
undesirable route flapping. The general approach to solve this issue is to either create
an environment where only one stable state exists, or to ensure once a stable state has
been established the system will not seek other stable alternatives.

3.3 Our Investigation on Game Theory

Game theory is a formal analysis methodology applied in environment of self-interested
players. Foremost, it answers the question whether there are any stable states in the sys-
tem. A Nash equilibrium is defined as a system state arrived by considering the strategy
choice of all players in the system, where no player has an incentive to deviate from its
strategy unilaterally. Thus, a Nash equilibrium represents a stable system state. Ideally,
an environment with a unique Nash equilibrium means the system will have a single
global stable state and would never deviate from it when the equilibrium is established.
However, such games are rare and tend to be quite simplistic. In choosing among its
strategies, a player may choose one strategy over the others deterministically or as-
sign a probability for choosing each of its strategies. The Nash equilibrium established
by each player deterministically choosing a strategy is called a pure Nash equilibrium,
which could be unique. A Nash equilibrium established by each player probabilistically
choosing a strategy is called a mixed Nash equilibrium. A mixed Nash equilibrium is
never unique and there generally will be oscillation among the player’s strategy choices
due to its probabilistic nature. Thus game theory analysis in networking context has
largely focused on studying games with pure Nash equilibriums.
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Game theoretical analysis has been conducted in many fields of network research
in the past (e.g. pricing, flow control, route stability, efficiency of wireless networks,
etc.). Some works have examined the existence of unique Nash equilibrium in non-
cooperative user-based routing environments [17] [18]. Orda, Rom and Shimkin [17]
have shown that in a two-node multi-link network topology, there exists a unique Nash
equilibrium. For general networks, the uniqueness of a Nash equilibrium is guaranteed
if the cost functions of links have diagonal strict convexity, the users share the same
source and destination and are symmetric in cost functions, or each user assigns positive
flows to all the links in the network. Altman et al. [18] studied non-cooperative routing
games under general topologies with polynomial cost functions. They have shown the
uniqueness of a Nash equilibrium under bounded cost. Computation of the Nash equi-
librium is carried out as user-based global optimization problem where users have the
same source and destination across parallel links and each user assigns positive amount
of flow on each links in the network. A special form of routing game termed bottleneck
routing game is investigated by Banner and Orda [19]. In such a game, the user attempts
to minimize the load of its bottleneck link, rather than to minimize the end-to-end cost.
The existence of a Nash equilibrium is shown and for unsplittable flows, a polynomial
time convergence bound is obtained.

Of particular interests to us is a special game form called congestion games. This is
not only because congestion games are suitable for modeling networks, but also because
the existence of a potential means there are effective mechanisms for convergence of the
system. Congestion games were first introduced by Rosenthal [20] and later formalized
by Monderer and Shapley [21], as a class of games in which the cost of a resource is
a non-decreasing function depending on the number of players sharing the resource.
A game is called a potential game when there exists a potential function such that the
increase in utility of a player (or drop in cost) causes a decrease in potential. A po-
tential game has at least one pure Nash equilibrium. Monderer and Shapley showed
that potential games are isomorphic to congestion games. However, Milchtaich [22]
showed that this is only the case for unweighed congestion games. A weighed conges-
tion game in which players may have different impacts on the cost function (i.e. varied
load among players) may not possess any pure Nash equilibrium. Fabrikant, Papadim-
itriou and Talwar [23] have shown that the complexity of finding a pure Nash equilib-
rium in asymmetric congestion games is quite expensive (i.e. PLS-complete), and thus
under popular convergence mechanisms (such as the best-reply dynamic), there exist
convergence paths of exponential length.

On the topic of convergence to Nash equilibria in congestion games, the single-
commodity KP-model [24] is often used. Milchtaich [22] has shown polynomial time
convergence exists for players with varied payoff functions. Goldberg [25] bounded the
convergence in such games to polynomial time, and Even-Dar and Mansour [26] consid-
ered the case in which all players can move simultaneously according to a Nash rerout-
ing policy and have found a polynomial time convergence bound. In multi-commodity
congestion games with simultaneous moves, whether convergence to a pure Nash equi-
librium could be bounded is still an open question and examples could be found in
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which convergence doesn’t occur. Because of its complexity, the study of convergence
in general congestion games has been mainly focused on finding convergence bound
to approximate solutions. Christodoulou, Mirrokni and Sidiropoulos [27] bounded the
solution after a discrete round of player moves to O(n)-approximate in general case.
Chien and Sinclair [28] showed that when the increase in cost of adding a player is
bounded (“bounded jump" condition), convergence to Nash occurs in polynomial time.
However in practice, the cost jump by adding a player is often unbounded, and hence it
is difficult to provide a bounded approximation because of the possibility that a player
with low payoff gain is unwilling to move and thus “locks out" another player’s chance
of obtaining a high payoff gain. Goemans, Mirrokni and Vetta [29] studied convergence
of Nash dynamics to “sink equilibrium", which is not an approximate of a pure Nash
equilibrium. In fact, a sink equilibrium could be formed by a group of cyclic states in
some cases. In bounding the optimality of an equilibrium, Price of Anarchy (PoA) is
frequently used. It defines the ratio between the social cost of an equilibrium and the
social optimal. Some research has been conducted on bounding the PoA ratio in con-
gestion games and in some cases tight bounds are found.

3.4 Concept of Desirability

As a starting point, we propose and examine a variation to the traditional Nash equi-
librium. We define desirable equilibrium as a Nash equilibrium where all resources in
the system are not in “congestive state". We consider a congestive state of a resource
as the level of work load under which the resource can no longer provide satisfactory
performance. In essence, our definition of desirability lends itself to study the problem
of distributed load balancing under which the maximum load to capacity ration on any
resource in the system is bounded. This is in effect a special case of Price of Anarchy
where the social cost being considered is the maximum load to capacity ratio of the
system.

The traditional definition of potential in congestion games does not guarantee desir-
ability of a Nash equilibrium. Figure 3.1 shows such an example of a running congestion
game. There are 8 players with an identical strategy set, 6 of the players are in equilib-
rium with respect to each other as depicted in the graph. The table shows the payoffs
of the two remaining players under different strategy profiles. The bold numbers are
the computed potential of the system under the specific profile. A ‘*’ symbol besides a
payoff indicates it is the player’s best-response to the other player’s particular strategy.
Thus, if a state has two ‘*’, then it is a Nash equilibrium. We see that the state with the
lowest potential is an equilibrium between the two players, and in fact is a pure Nash
equilibrium for this 8-player game, as we would expect. However we observe that under
this equilibrium state, resource t5 is in an overloaded condition, yet no player is willing
to play another strategy unilaterally. We argue that such a state is a bad configuration for
the overall system as the overloaded resource is adversely affecting all players that use it.
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Figure 3.1: A Running Example of A Congestion Game with Potential

Thus, as a first step, we aim to define a congestion game model that can incorporate
realistic system settings and also provide identifiable desirable equilibriums. Ideally, the
game should only produce equilibriums that are desirable. Then formal analysis needs to
be conducted on studying the existence of desirable equilibriums in such games and the
theoretical bound on converging to such desirable equilibriums. Our preliminary simu-
lation results on such games suggest the existence of desirable equilibriums is likely and
on average convergence could be obtained in polynomial time. However, to realize such
games in practice, implementation techniques need to be investigated and designed. All
of these objectives are part of our ongoing work in ANA for the coming years.
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Chapter 4

Overlay compartment topology
optimization over mobile underlay
compartments

4.1 Introduction

The overlay technique consists in building a virtual topology over the physical topology
of a network. In ANA this means laying a compartment over another one. The for-
mer is the overlay compartment, and the latter is the underlay compartment. Overlays
have been successfully proposed in the Internet for improving the basic routing service
provided by IP for a variety of applications. They can afford for example a multicast
functionality, object location, secure data dissemination, content-distribution, quality of
service or fault-tolerant routing. They have also been successful for in-situ testing of
new networking solutions, a field that recently attracted a growing interest [30].

Many overlay applications have been proposed, and many with their own propri-
etary functionality support. Several overlay functionalities are covered by different
works. These are for example the overlay topology discovery, routing path selection,
fault detection and tolerance, overlay link performance estimation or resource alloca-
tion. Hence, the idea of designing a general unified framework for various application-
specific overlays emerged [31–33]. A generic overlay solution allows the designer of an
overlay application to concentrate on its application goal and needs rather than on the
maintenance of the overlay.

There are also several incentives for deploying overlays over Mobile Ad Hoc Net-
works (MANETs). Firstly, the ad hoc users are likely to desire the same services as the
one offered when they are connected through wired or infrastructure-based wireless ac-
cess to the Internet. Secondly, ad hoc networks and overlay applications are faced with
the same fundamental challenge of providing connectivity in a decentralised, dynamic
environment. In both domains, the user devices work simultaneously as end-system and
routing nodes. This is an advantage compared to the Internet, where core routers that
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take an active role in an overlay cannot benefit from useful information own by the user
application, and where end-host based overlays suffer from performance limitations.
However, the maintenance of an overlay on top of an ad hoc network is challenging
because of mobility and low bandwidth.

In a wired context, a complete decoupling of overlay topology and underlying data
network topology may not be completely desirable, because it leads to inefficiencies.
This is even more so in ad hoc networks, where the maintenance of many long tunnels
is not even conceivable, as mobility makes long routes very unreliable. The cost of
rebuilding long tunnels may be important, in terms of delay and of bandwidth. Hence,
the benefits of the overlay application could be completely lost if overlay neighbours
were not close to each other.

The Overlay Topology Control protocol (OTC), briefly presented in this chapter,
builds and maintains a locality-aware overlay on top of a mobile ad hoc network. We do
not specify its application domain and evaluate the virtual structure obtained by an in-
direct performance evaluation based on overlay flooding. The diffusion of message can
be seen as a worst-case scenario for group communication. It is also a key component
of many unicast route discovery mechanisms in MANETs.

4.2 Related work

The deployment of overlays in MANETs has not yet received a lot of attention. In [34],
an overlay approach is proposed for service discovery in ad hoc networks. A new layer
is inserted above the transport layer in order to build, maintain, and offer an overlay
structure that optimally serves the mechanisms of service trading and efficiently adapts
to the changing physical topology. The maintenance protocol consists of an adaptation
of CAN that lightens its structure. It selects short overlay links and reduces the control
traffic. The adaptation of application-layer multicast to the ad hoc environment was pro-
posed by the AMRoute protocol [35], which establishes a mesh between the multicast
users and then a tree for data distribution over the mesh. More proposals are available
for P2P content distribution in MANETs. Many of them exploit cross-layer interac-
tions with the routing protocol [36–38], or the node position knowledge [39] or even
introduce the necessary p2p functions at the network routing layer [40, 41]. An elegant
p2p design for ad hoc networks is proposed in [42]. However, the authors do not take
into account mobility as they are mostly interested in evaluating the feasibility of DHT
lookup in ad-hoc networks.

In all above cited works, the use of logical long-range neighbours is avoided because
of their prohibitive maintenance cost. Another common point is that the overlay quality
is evaluated by the level of performance obtained by its user application.
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4.3 The Overlay Topology Control protocol

4.3.1 Assumptions and protocol overview

We consider a connected ad hoc network, the underlay compartment. The underlay
routing protocol is supposed to provide short paths, but not necessarily the shortest ones
and may build asymmetric paths. We do not assume that the underlay routing protocol is
able to inform the above layer about the length of the available paths. We make however
the following, weaker, assumption: When a node receives a packet, it is able to know
how many hops the packet has traversed since its emission.

The OTC algorithm is fully distributed and local, i.e. each overlay node exchanges
only a few messages with a limited number of nearest overlay nodes. It avoids logi-
cal long-range neighbours because of their prohibitive maintenance cost. The overlay
topologies built are connected, at least with a high probability.

We differentiate broadcast and unicast overlay neighbours. The former are also
physical neighbours, i.e. there exists a direct radio communication link between them,
while the distance between the latter is at least of two hops.

Each overlay node U :

1. Collects in its neighbour list LU the identifier and the shortest distance to its K
closest overlay nodes.

2. Also inserts in LU any overlay node V such that U ∈ LV (thus turning the neigh-
bourhood relation into a symmetric relation).

3. Selects its active neighbours in LU by applying the pruning rule described below
(in Sec. 4.3.3).

4. For resilience, sets all broadcast neighbours as active, and does not prune the
overlay links established with the 3 nearest overlay nodes.

Let us define the overlay density as the proportion of overlay members. We observed
in an extensive set of simulations that setting K to the value of 8 was sufficient to
guarantee connectivity of overlay topologies with a probability higher than 95% for up
to 1000 underlay nodes and overlay densities ranging from 10 to 90% [2].

The data messages only flow onto active neighbours, i.e. on active overlay links.
Oppositely, OTC control messages are continuously exchanged with pruned neighbours
as well as with selected ones.

4.3.2 Neighbours list maintenance

Broadcast neighbours are discovered by otc_hello messages, encapsulated in broadcast
packets with the Time To Live field (TTL) set to one. Unicast neighbours are discov-
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ered with an increasing ring search method, using otc_request messages, and otc_reply
messages.

When an overlay node U inserts a node V in its neighbours list, the distance asso-
ciated to V equals the number of hops h that the reply from V has traversed. For any
overlay link, one and only one overlay node is responsible for monitoring its length.
The other end node sends to it an otc_advertise at regular intervals. By observing the
number of hops traversed by the advertisements, the monitoring node is able to detect
any overlay link length modification.

Advertisements are also sent asynchronously anytime an overlay link is modified.
Their purpose is to give to the two end nodes a consistent view of the (local) overlay
topology, so as to make their decisions consistent. They contain the local neighbours
list, sorted by increasing distance and, when distances are equal, by increasing identifier.
Modification events are the creation of the overlay link, and update of its length or state.
An overlay link may be in the active or pruned state (see next section).

Deletion of an overlay link may occur when its two end nodes move away from each
other. It is announced by the emission of an otc_delete message.

4.3.3 Active neighbours selection

Consider an overlay link (U, V ), with U elected as the monitoring node. Node U re-
ceives at regular intervals an advertisement that contains LV . It prunes the overlay link
(U, V ) if and only if there exists a third overlay node W that appears before V in LU

and before U in LV , and such that d(U,W ) + d(W,V ) ≤ αd(U, V ). Parameter α is
called the pruning selectivity. It is a real number in the interval (1, 2).

The idea is, for every pair of overlay neighbours (U, V ) to prune each other if they
share a common better neighbour, under the condition that the remaining overlay path
that links them is not stretched by more than a factor α1. The pruning rule does not
affect the overlay connectivity. It reduces significantly the bandwidth consumption dur-
ing flooding and decreases contention, while increasing the overlay path stretch and
diffusion time by an acceptable amount.

4.4 Evaluation

To assess our OTC protocol we have chosen to run it over a particular MANET underlay
compartment, namely the Optimized Link State Routing protocol (OLSR) [43]. As
OTC is not application-specific, its evaluation uses indirect performance criteria based
on overlay flooding. The diffusion of message can be seen as a worst-case scenario
for group communication. It is also a key component of many unicast route discovery

1Note however that the final maximal overlay stretch may be higher than α because the pruning rule
is also applied to (U,W ) and (W,V ), and so on.
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Figure 4.1: Overlay flooding performance on OTC topologies built over OLSR

mechanisms in MANETs.

We use the ns-2.29 simulator and its random waypoint (RWP) scenarios generator.
Parameters used are given in Tab. 4.1. The OTC protocol starts at the beginning of
the simulation, with a pruning selectivity set to 1.5. After 30 seconds, a source overlay
node starts to emit 100 broadcast overlay messages of 64 bytes, at the average rate of
one message per second.

Topologies Scenarios
Number of nodes 100 RWP Speed (m/s) Pause Time (s)

Field length 1200 m Static 0 150

Communication range 250 m Slow (1, 5) (0, 10)

Overlay density 0.1, 0.5, 0.9 Fast (5, 15) (0, 5)

Table 4.1: Simulations parameters

Performance obtained over OLSR are shown on Fig. 4.1. The 95%-confidence
intervals are indicated. As a reference, we also evaluated the diffusion of a broadcast
packet on the underlay.

Diffusion delivery percentage For all overlay nodes, except the overlay broadcast
messages source, we determined how many overlay messages out of the hundred sent
were received before the end of the simulation.
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The diffusion delivery percentage over OLSR is very good in the static and slow
case, for all overlay densities. When nodes move a lot and rapidly, the diffusion delivery
percentage is also very good (above 95%), except for the lowest overlay density (only
83% of the overlay nodes receive the flooded message).

Bandwidth consumption Fig. 4.1(b) shows the number of data packets emitted per
flood and per ad hoc node. In the static and slow cases, or when the overlay density is
very low, the flooding of a message on the overlay, which is able to propagate useful
information for overlay routing, costs less than one packet per node. We also observed
that the total control bandwidth, composed of OTC and OLSR packets, has the OLSR
traffic as major component. The OTC traffic represents less than 40% of the control
packets in all cases, less than 20% at the lowest overlay density.

Diffusion time For each overlay message flooded on the overlay, we logged the in-
terval of time elapsed between its emission and the moment at which its first copy was
received by the last overlay node.

The overlay diffusion time raises with the mobility degree. The sharper increase
is observed at the middle overlay density because each overlay node must emit a new
unicast packet for each of its unicast neighbours. At a high overlay density, most neigh-
bours are reached by a single, on-hop, broadcast packet. At low density, there are a few
overlay links, thus the time required for accessing the media is lower.

Overlay path stretch Each time an overlay message was received, we also computed
the ratio of the number of hops it has passed through since its emission and of the
shortest path length from the source. This defines the path stretch. Its average value on
the overlay, shown on Fig. 4.1(d), is under 1.6 for all cases studied. Note that the average
underlay path stretch is also greater than 1.2 because of collisions. We also observed,
at medium and high overlay densities, that the maximum path stretch on the overlay
and on the underlay are almost equal. At the lowest overlay density, the maximum path
stretch on the overlay is 20% under its value on the underlay.

4.5 Conclusions

While service overlays have proved their utility in the Internet, there are currently only
a few proposals in the context of ad hoc networks.

The OTC protocol builds and maintains a generic service overlay over a mobile
ad hoc network. It is not application-specific, avoids as much as possible cross-layer
optimisations and assumptions about the underlay topology or routing protocol.

The presented evaluation utilises performance criteria based on overlay flooding.
The diffusion of a message on overlay topologies built by OTC always shows up good
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performance, except when the overlay density is very low and the mobility degree high.
Over OLSR the overlay maintenance generates an acceptable volume of control traffic.

An extended version of this chapter, with the complete description of OTC, and a
deeper evaluation, has been for publication [3].
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Chapter 5

Data Placement in an Overlay
Compartment to Minimize
Inter-Compartmental Traffic

5.1 Introduction

The challenge of placing data items in a network so that requests can be efficiently
and reliably satisfied is a broad and well studied problem [44–46]. The applications
range over several domains such as distributed databases, parallel computing, facility
location and sensor networks. Moreover, data placement is a critical aspect not only
in static environments, but also in the context of dynamic settings and autonomic net-
works [47, 48]. Here, we focus on this issue from the perspective of data placement
in a peer-to-peer (P2P) network under the ANA framework. The traffic generated by
P2P networks has become a topical subject in recent years. The success of applications
such as Bit-Torrent, eDonkey, Kazaa and others have fostered a burgeoning community
engaged in online file-sharing. This phenomenon has been a boon to Internet-Service
Providers (ISPs) who have witnessed increased revenues generated by a swelling cus-
tomer base. For instance, many ISPs now offer tiered bandwidth packages aimed at
attracting those customers willing to pay for increased bandwidth [49]. However, the
rise of P2P applications also poses a new challenge for ISPs whose respective infrastruc-
tures are now facing increased and sustained traffic loads [50]. While the exact volume
of total traffic generated by P2P applications is disputed there is a general consensus that
such traffic constitutes a significant percentage of all network traffic with reported val-
ues as high as 80% [49,50]. Consequently, other customers can suffer due to bandwidth
starvation; moreover, there is a spill-over effect where traffic passing through a heavily
loaded domain is also affected. Such behavior can also have economic impact on ISPs
since a significant percentage of P2P traffic has been reported to traverse peering links
between ISPs [51]; such inter-AS traffic is particularly expensive.

These problems are not necessarily due to the number or size of files being shared
between peers, but rather result from topological discrepancies between the overlay and
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underlay networks. This situation between P2P users and Internet entities such as ISPs is
likely to continue posing difficulties for future network designs such as ANA. Clearly,
P2P traffic between ANA compartments should be minimized so as utilize available
bandwidth effectively. However, there is no easy solution to this problem in the flexible
and completely decentralized architecture of the proposed ANA architecture. As eco-
nomic motivation will still likely be a factor of future Internet designs, it seems likely
that entities such as ISPs will still play a vital role. In this document, we seek to address
how such entities can cooperate with P2P users in shaping of P2P traffic. For simplicity,
we will refer to such entities as ISPs for the remainder of this document.

In terms of the ANA architecture, routing occurs both within and between compart-
ments in the underlay. Inter-compartmental routing will no doubt incorporate contrac-
tual agreements and compartmental routing policy. In sharp contrast to this, routing in
overlay networks is far more flexible. Links between peers are largely unconstrained
and routing can be accomplished by a number of common techniques ranging from
flooding to the use of distributed hash tables [52]. Generally, requests for data amongst
peers can be resolved with a small hop-count and small path-stretch; this is an issue that
has received much attention from the academic community [52–54]. Unfortunately, the
desire of peers to select for optimal paths is often in conflict with the aims of ISPs who
seek to optimize the performance of their compartment as a whole.

In today’s internet, ISPs have few options at their disposal when confronted with
this problem. Caching has been utilized by many ISPs and several companies such as
CacheLogic, PeerApp, Tangium and others offer a number of solutions [50]. The le-
gality of caching has recently been the subject of intense scrutiny since the data items
themselves are stored by the ISP which, it has been suggested, potentially violates copy-
right. Recent legal precedent would seem to validate the use of caching by Canadian
ISPs [55]; however, the issue is less clear in other countries and, in these cases, re-
solving the legality of caching may involve protracted legal procedures [56]. Another
technique regularly employed by ISPs is traffic engineering (TE). A simple, but com-
mon, approach is to throttle or rate-limit the traffic of a particular user once a bandwidth
threshold has been exceeded; such throttling may also be accompanied by threats of
legal repercussions in the hopes of deterring such behavior in the future. While this
approach to TE achieves a reduction in traffic, it can also induce clientele to switch to
less restrictive ISPs [50]. Even worse, packet encryption and the sending of large data
items through the network, rather than from holder to requester, may be employed by
peers to enhance privacy and improve the anonymity of the data holder; this response to
such “solutions” only exacerbates the problem.

It is apparent that the current situation is far from optimal for both ISPs and users
of P2P applications. In this work, we propose a cooperative approach to aid ISPs in
reducing inter-compartmental traffic which, due to peering agreements in future Internet
designs, is likely to be a more significant concern than intra-compartmental traffic. Our
work differs from previous approaches by having ISPs optimize the placement of data
in the network so as to bias traffic. We do not require ISPs to hold data nor do we
explicitly interfere with the overlay topology. This removes the need for the acquisition
of expensive equipment necessary for caching solutions and may aid in avoiding issues
of copyright violation.
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5.2 Related Work

The fundamental mismatch between overlay and underlay topologies has been the sub-
ject of much study. Several works have proposed incorporating underlay information
on geographical locality when forming and utilizing P2P network connections [57, 58].
Experimental results have shown that such approaches can indeed reduce bandwidth us-
age and result in more efficient handling of data requests. Along similar lines, semantic
overlays networks (SONs) attempt to leverage content locality in order to achieve better
performance [59–61]. However, these techniques are primarily concerned with opti-
mization from the perspective of the peers with any resulting benefits to the ISP being
secondary; hence, they do not directly address the core problem.

A point of concern is the need for peers to be aware of the underlay topology so
as to behave in an informed fashion. However, such knowledge can lead to unstable
situations where modifications to the overlay provoke changes in the underlay and so
forth in a potentially perpetual cycle. Recent work by Aggarwal et al. [62] proposes
an elegant solution whereby an oracle service aids in the process of placing new peers
into the overlay. This oracle service is informed by the ISPs themselves, thus avoiding
possible feedback complications. The authors show that by using the oracle to bias
the location of join events into the network yields benefits to both ISPs and P2P users.
However, there are some drawbacks to this approach. First, the bias introduced by the
oracle when forming the network may result in a less robust architecture due to reduced
connectivity. Second, it is unclear what benefits such an oracle yields to structured P2P
systems since the ISP may have little interest in maintaining the architecture necessary
to maintain performance guarantees. In [51], the authors propose tricking ISP caching
proxies into storing P2P traffic data in order to relieve network congestion. This is
shown to provide performance improvements; however, it relies on being able to store
data efficiently on the caching proxies which is not always possible due to the lack of
control over such proxies.

5.2.1 Unbalanced Cuts and Semidefinite Programming

Since the seminal work of Goemans and Williamson [63], semidefinite programming
(SDP) has figured prominently in the design of improved approximation algorithms
for many NP-complete problems. In addition to designing approximation algorithms,
SDP has been employed extensively in the development of heuristics for combinatorial
problems in the areas of phylogenic reconstruction [64], machine learning [65], sen-
sor network layout [66], bioinformatics [67] and graph partitioning [68]. These results
have demonstrated that heuristics can benefit greatly from this optimization technique.
Unbalanced graph cuts have recently received attention due to their usefulness in mod-
elling problems from the domains of data placement, community finding and epidemic
containment [69, 70].

For our purposes, we are concerned with a problem MIN-MAX MULTIWAY CUT

developed by Svitkina and Tardos [5] which models many issues of P2P traffic. As input
to the problem, we are given an undirected graphG = (V,E) with edge capacities, node
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Figure 5.1: (a) An illustration of the MIN-MAX MULTIWAY CUT problem where each
edge is weighted with a correlation value between nodes which represent data items in
the network. (b) An illustration of the MAXSBCC problem.

weights and a set of terminals X = {x1, ..., xk} ⊆ V . The output is a partitioning of
G into sets S1, ..., Sk such that V =

⋃
Si and xj ∈ Sj for j = 1, ..., k. Furthermore,

if we let δ(Si) represent the capacity of the cut between Si and
⋃

j 6=i Sj , we want a
partitioning of G that minimizes the maximum δ(Si) over all i. Figure 5.2.1(a) depicts
a simple instance of the MIN-MAX MULTIWAY CUT. One way of solving this problem
is to repeatedly solve a smaller subproblem known as MAXIMUM-SIZE BOUNDED-
CAPACITY (MaxSBCC). Given an undirected graph G = (V,E) with weights on the
vertices w(v), capacities on the edges c(e), source and sink vertices vs, vt ∈ V , and an
integer B, the MAXSBCC problem is to find an s-t cut (S, T ) such that δ(S) ≤ B,
and w(S) =

∑
v∈S w(v) is maximized; Figure 5.2.1(b) illustrates this problem. A

(α, γ)-bicriteria approximation algorithm for MAXSBCC is an algorithm that, given an
instance of MAXSBCC with an optimal solution (S∗, T ∗), returns in polynomial time a
solution (S ′, T ′) such that δ(S ′) ≤ αB and w(S ′) ≥ γw(S∗) where α ≥ 1 and 0 < γ ≤
1. Current approaches to this problem allow only an approximation result for capacity
of the cut and not the size of the source partition which limits its flexibility. Our current
work addresses this issue by designing an approximation algorithm for MAXSBCC that
allows for a trade-off in performance on both the capacity of the cut and source size.

5.3 Current Results and Discussion

The MIN-MAX MULTIWAY CUT allows us to formulate an initial model of inter- com-
partmental traffic. Each terminal xi can be viewed as a compartment to which vertices,
representing data items, can be assigned. When a data item is assigned to a terminal, it
is assumed to be stored by a peer in the overlay network that inhabits that compartment.
The edge capacities correspond to correlation values between data items as measured
over time by the ISP. For instance, if files are broken into segments, a search on one
segment may induce a subsequent search for the next segment and so forth. Since the
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MIN-MAX MULTIWAY CUT problem minimizes the maximum cut, optimizing over
this problem evenly distributes inter-compartment traffic over all compartmental peer-
ing relationships. Using semidefinite programming, we have developed a heuristic for
MAXSBCC subproblem on graphs with total positive correlation value (ie. the sum of
all edges is positive).

Given this optimization problem, ISPs can use the correlation data they extract from
their compartment and, in cooperation with other ISPs, obtain a solution which suggests
more effective data placement schemes for the current P2P system. The exact protocol
by which peers and ISPs might come to agreement over any particular data assignments
is still under discussion. Initial experiments with MAXSBCC have yielded promising
results. Currently, we are looking into scaling up our experiments using data collected
on actual P2P networks. This data provides full information on the item being offered
by each peer as well as a record of time-stamped file transfers in the network which
allows for the calculation of correlation values. Incorporating this data into a meaningful
topology such as the AS-graph is currently underway. Modifications to the formulation
to take into account replication and dynamism are also being examined.
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Chapter 6

Conclusion

This deliverable is a first step in the direction of addressing self-optimization in the
ANA architecture. We have described optimization issues encountered in large dis-
tributed systems, when every compartment can run its own optimization algorithm.
Firstly we have considered compartments forming a structured but flat topology, and
we have shown how a compartment may reach a better optimum if it is aware of the
intercompartment level. We have also addressed possible instabilities resulting from the
impact a compartment optimization may have on others. Secondly we have considered
compartments laid over one another, and have shown how an overlay compartment can
optimize its topology with no cooperation from the underlay compartment. We have
also addressed this kind of multilayer optimization using a cooperative approach to op-
timize the placement of data at the overlay level.

During the next 18 months, besides pursuing the research topics initiated in chap-
ters 3 and 5, we will address new topics that emerged in relation with the monitoring
activities. Firstly, the Multi-Compartment Information Sharing (MCIS) that has been
designed to store, index and search the monitoring data (see Deliverable D3.3) is cur-
rently not self-adaptive. We will find out solutions for adaptive indexing of the range
data as opposed to the systematic static indexing approach employed currently by the
system. Our objective is to find indexing strategies that adapt the indexing process based
on the usage (e.g. query and storage rates and data properties) and the environment (e.g.
number of nodes). Currently, the MCIS system applies explicit load balancing strategy
for each data compartment separately in order to cope with unevenly distributed values
of data. Our objective is to extend the load balancing strategy on another level, namely
across these data compartments, i.e. to come up with multi-compartment load balancing
strategies. Currently the MCIS supports only single attribute indexes via the attribute
hubs. We aim to evaluate how we can extend the system to support multi-attribute in-
dexes.

Secondly, in deliverable D3.3, we have also shown how a coordinate system can be
used in the monitoring framework to optimize the RTT measurements, but it is known
that such coordinate systems are not accurate when TIVs (Triangular Inequality Vio-
lations) are present in the network. We proved that a hierarchical coordinate system,
running both a local and a global coordinate systems, with the goal of having very few
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TIVs at the local level, would be more accurate. The next step consists in designing an
algorithm that will allow nodes to cluster themselves autonomically to form a two-tier
and accurate coordinate system.
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