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1 Introduction

This report introduces—in a tutorial style—methodologies and tools available for brick
testing in the ANA project, and provides guidelines on how to apply them. The docu-
ment is not intended to give a complete how-to manual explaining all capabilities and
options of the proposed technologies, but tries to identify the main problems and solu-
tions.

We consider functional (and, to a certain degree, interoperability) testing of ANA
bricks at three levels:

1. The brick level isolates a certain brick under test.

2. On functional block level, bricks are tested in their operational context within a
single ANA node.

3. On compartment level, bricks are tested in their operational context within a com-
plete network.

These levels are complementary. For instance, on brick level testing the test config-
uration is the most simple one (depending on the complexity of the brick under test),
but the degree of freedom in defining a meaningful set of test behaviors is the largest.
On compartment level, the set of test behaviors is effectively provided by the inter-
play of bricks and blocks in a compartment (assuming a compartment acts in isolation,
i.e. without reference to other compartments—otherwise test behavior for those sur-
rounding compartments has to be defined too), while the test configuration (emulating
a network of sufficient size) is the most complex one. Thus tests on all three levels have
to be performed (starting with the brick level) to ensure correct functionality of a brick
within its operational context.

The document is divided into two main parts. The first one (Sections 2 to 5) intro-
duces the technologies and tools which will be used for brick testing in the ANA project.
In particular, after addressing some pieces of terminology necessary to follow the ideas
presented in this report in Section 2, Section 3 addresses the Testing and Test Control
Notation TTCN-3. Section 3.1 provided an overview over the language. Section 3.2
addresses language concepts. TTCN-3 has a defined concept space, but its syntax is
variable. Several presentation formats are discussed in Section 3.3, in particular the
Graphical Presentation Format (CFT) complements the textual core language and pro-
vides an intuitive way to define test cases and test suites. An example is discussed in
Section 3.4. The run-time environment for TTCN-3 based test systems in of interest in
the current context because TTCN-3 is a platform and system independent language.
For ANA brick testing (as well as for any other type of system under test), a transla-
tion layer has to be defined to mediate between the abstract data and communication
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concepts of TTCN-3 and the concrete interfaces of ANA bricks. The TTCN-3 run-time
system is discussed in Section 3.5. Finally, Section 3.6 provides a summary.

TTCN-3 provides methodological support (and tooling) for the definition of test be-
havior and test data. The use of the GFT makes the derivation of test behaviors quite an
intuitive exercise. The classification and selection method for test data however is not in
the scope of TTCN-3. For this, we propose the use of the Classification Three Method,
which is outline in Section 4. For efficient test definition and automated test execution
tool support is needed. For TTCN-3 based test definition and execution the TTwork-
bench (Section 5.1), an integrated test development and execution platform based on
Eclipse is proposed. For test data classification the Classification Tree Editor (Section
5.2) will be used.

The second part of this report (Sections 6 to 9) addresses the actual application of
the methodologies (and technologies) described in the first part to the problem of test-
ing of ANA bricks. Section 6.1 identifies the objectives and scope of these activities.
The methodology used is outlined in Section 6.2. Test configurations for several levels
on which brick testing is considered are described in Section 7. An example for test
development for a simple example is given in Section 8. Moreover, the problem of in-
terfacing ANA bricks during the actual test execution (i.e. the definition of an actual
TTCN-3 run-time system) is discussed in Section 9.

The final Section 10 concludes the report with an outlook on further work.

2 Terminology

If one talks about functional testing, certain terminological elements need to be estab-
lished first.

1. First of all, the subject of testing is usually called the system under test (abbre-
viated as SUT). If we want to be more specific about the nature of that system,
we talk about the brick under test, functional block under test, etc. If testing
activities aim on the validation of a system with respect to a given (formal) speci-
fication of that system, we call the SUT an implementation (of that specification)
under test (IUT).

2. Consequently, since we aim on an automated test approach, the actual testing
activities are performed by a test system, under control of a human operator.

3. Functional testing bases on stimulating the SUT by a sequence of input signals
(data, method calls, messages, etc.) issued by the test system, and comparing its
actual responses with the expected ones. The communication points at which an
interaction between SUT and test system is performed are referred to as ports1.
An SUT may have several ports (at least one, of course). Usually we have a one-
to-one correspondence between ports of the SUT and ports of the test system.

1Do not confuse with ports associated with a network interface, these are conceptually different.
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System under test
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Verdict

Figure 1: General approach for functional testing.

4. The (set of) sequence of actions performed by the test system to issue certain stim-
uli, receive responses, and the accompanied evaluation process is usually referred
to as test behavior. A test behavior concludes in a verdict. Possible verdicts
are pass, fail, inconclusive (i. e. the test system is not able to judge the correct-
ness of the SUT on the basis of received responses), error (i. e. the test system
encountered an internal problem by itself), and—for completeness–none .

In the simples case, a test behavior is a linear sequence of stimulus/response pairs.
Usually it is however necessary to determine the next stimuli issued by the test
system on the basis of the previously determined responses, thus test behaviors
take the form of decision trees leading to verdicts. Parallel or distributed SUTs
moreover require usually that stimulation and observations is performed using a
parallel execution of branched test behaviors, with one decision tree for each port
of the SUT.

5. Adding activities to initialize and to finalize the execution of a test behavior re-
sults in a test case. Using a test notation (such as TTCN-3) to write down a test
case results in an abstract test case. If an abstract test case is compiled into
an executable program (or can be interpreted by a suitable engine), it is called a
concrete test case. Executing a concrete test case is called a test run.

6. A set of (abstract) test cases is a test suite. A set of concrete test cases is an
executable test system. Performing all (or a suitable subset of) the concrete test
cases compiled in a concrete test system is called a test campaign.

7. A test configuration defines the relationship between SUT and test system, i. e.
the association between ports, and—in the distributed case—the distribution of
components of the SUT and the associated distribution and coordination of com-
ponents of the test system.

3 The Testing and Test Control Notation2

2The material presented in this section is a shortened and slightly adapted excerpt from [1], and is
used here with friendly permission of the authors.
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3.1 Overview

Despite automated on-the fly test generation as, for example, advocated in [2], the ex-
plicit specification of tests is needed as the majority of tests is still developed manually
[3, 4, 5]. For that, the use of a standardized and well-defined test notation is recom-
mended as the tests can be defined in a precise, well-understood and widely accepted
format. Furthermore, automatically generated tests are often extended and adapted man-
ually as current test generation techniques still bear several limitations. In order to keep
track of those adaptations, the resulting tests should be explicitly denoted as well. An-
other advantage of standardized test specifications is the ability to provide test platforms
for automated test execution, which could be used across domains—provided that there
are domain-specific adapters for the different target technologies.

TTCN-3—the Testing and Test Control Notation—is the successor language of
the Tree and Tabular Combined Notation (TTCN) [6, 7] which was developed due
to the imperative necessity to have a universally understood test (specification and im-
plementation) language able to describe test data and test behaviours with sophisticated
test concepts. TTCN-3 [8] is a powerful test technology which allows to specify and
execute detailed test descriptions for several kinds of testing on different levels of ab-
straction including, for example, component level, integration level, and system level
testing.

TTCN-3 has been specifically developed for the design and definition of test sys-
tems. The syntax and operational semantics of TTCN-3 tests is commonly understood
and not related to a particular programming language or technology of systems to be
tested. TTCN-3 tests concentrate on the purpose of the test and abstract from particular
test system details. Off the shelf tools for TTCN-3 and TTCN-3-based test systems are
readily available [9]. Many successful test solutions and applications have been realised
with TTCN-3 also beyond the traditional telecommunication domain [10, 11, 12].

The development of TTCN-3 was driven by industry and academia with the objec-
tive to obtain one test notation for black-box and grey-box testing. In contrast to earlier
test technologies, TTCN-3 encourages the use of a common methodology and style
which leads to a simpler maintenance of test suites and increases their reuse. When
using TTCN-3, a test designer develops test cases at an abstract level. She can focus
on the test logic for checking a system against given test purposes. She does not have
to deal with test system specifics and test execution details. A standardized test nota-
tion provides a lot of advantages to test solution providers, testers and other users of
test specifications and test results: the use of a standardized test notation reduces the
costs for education and training as a large amount of documentation, examples, and
predefined test suites is available. In 2007, a TTCN-3 certification procedures has been
established, so that people’s TTCN-3 knowledge can be examined and certified along
internationally agreed rules [13]. It is obviously preferred to use wherever possible the
same notation for testing than learning different technologies for different test projects.
The constant use and collaboration between TTCN-3 vendors and users ensure a con-
tinuous maintenance and further development of the base technology. The TTCN-3
standard is currently maintained by ETSI and comprises seven parts:
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Part 1: TTCN-3 Core Language. This document specifies the textual syntax of
TTCN-3 [14].

Part 2: Tabular Presentation Format. The tabular presentation format presents a
TTCN-3 specification within a collection of tables [15].

Part 3: Graphical Presentation Format. The graphical presentation format is used to
represent TTCN-3 tests as interactions between the SUT and the test system. This
presentation format is based on the Message Sequence Chart (MSC) [16] lan-
guage [17].

Part 4: Operational semantics. The operational semantics describes the meaning
of TTCN-3 behaviour by providing a state oriented view on the execution of
TTCN-3 tests [18].

Part 5: TTCN-3 Runtime Interfaces (TRI). A complete test system implementation
requires a platform specific adaptation layer. TRI contains the specification of
a common Application Programming Interface (API) interface to adapt TTCN-3
test systems to an SUT [19].

Part 6: TTCN-3 Control Interfaces (TCI). This part of the TTCN-3 standard con-
tains the specification of the APIs, which a TTCN-3 execution environment
should implement for the encoding and decoding of test data, test management,
component handling, external data control and logging [20].

Part 8: Use of IDL in TTCN-3. This document provides guidelines and mappings
rules for the combined use of IDL and TTCN-3 [21].

TTCN-3 enables systematic, specification-based testing for functional, interoper-
ability, robustness, regression, scalability, and load testing on component, integration
and system level. It supports the definition of test procedures for local and distributed
test configurations via homogeneous or heterogeneous interfaces (so called ports) to
the system under test (the SUT). It allows the definition of simple and complex test
behaviours in terms of sequences, alternatives, and loops of system stimuli and obser-
vations. Test behaviours can be executed in parallel on a number of test components.
Configurations of test components can be fixed or can vary during test execution, i.e.
test components may be created dynamically depending on the conditions along a test
run.

The interaction with the SUT can be realised either by asynchronous, message-based
or synchronous, procedure-based communication. The test system provides stimuli to
the SUT and receives and checks the SUT reactions. The observed SUT reactions are
checked against expected reactions by using templates. Templates are defined in terms
of matching mechanisms which allow to define expected responses in a detailed man-
ner by concrete values, by ranges or sets of values, or by logical properties of value
sets. Based on the comparison between expected and observed reaction, the SUT is
assessed and test verdicts are assigned. Basically, all test data and test behaviours can
be parameterized, even parameters for complete test suites can be defined.
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Figure 2: The TTCN-3 Language Architecture

The concepts of TTCN-3 outlined above are defined by a well-defined syntax and
operational semantics, which provide a precise meaning and execution semantics to
TTCN-3. Figure 2 presents the architecture of the TTCN-3 technology. TTCN-3 is
based on a core language which has a look and feel similar to a general purpose pro-
gramming language like C, C++ or Java. The predefined tabular and graphical presenta-
tion formats address users preferring a tabular or Message Sequence Chart (MSC) [16]
like presentation of test specifications. TTCN-3 allows to import data types and data
values specified in the Abstract Syntax Notation One (ASN.1) [22], the Interface Def-
inition Language (IDL) [23] or the Extended Markup Language (XML) [24]. Further
presentation formats like, e.g. a state machine-based presentation format, and interfaces
to data type and data value notations like, e.g. defining the import of C and C++ data
types and data values are under discussion or even under development. They may be
standardized in future version of the TTCN-3 standard.

The rest of the chapter is structured as follows: In Section 3.2, the main concepts
of TTCN-3 such as test case, test behaviour, verdict, or alt statement are described.
The presentation formats are explained in Section 3.3. Section 3.4 introduces a web-
server test example to demonstrate the application of the TTCN-3 concepts. Section 3.5
presents the execution interfaces of TTCN-3 and explains how TTCN-3 test systems
can be realized by use of these interfaces. Finally, a summary and an outlook conclude
the chapter.

3.2 Language Concepts

The TTCN-3 core language is a modular language which has a similar look and feel
to a typical programming language like, e.g. C or C++. In addition to the typical pro-
gramming language constructs, it contains all important features necessary to specify
test procedures and campaigns like test verdicts to assess test runs, matching mecha-
nisms to compare the reactions of the SUT with the expected outputs, timer handling to
specify time restrictions, the handling of test components to support distributed testing,
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Figure 3: The TTCN-3 Module Structure

the ability to specify encoding information, support for different kinds of communica-
tion (i.e. synchronous and asynchronous communication) and the possibility to log test
information during a test run.

TTCN-3 Module

A TTCN-3 test specification is defined by a set of modules. As shown in Figure 3, a
module typically contains imports from other modules; data type definitions, test data
descriptions, definitions for test configuration, test behaviour specifications and a mod-
ule control part to specify the ordering, selection and execution of test cases.

The top-level building-block of TTCN-3 is the module. A module cannot contain
sub-modules, but may import partially or completely definitions from other modules
and contains further definitions necessary for a test. A module definition starts with the
keyword module. A module can be parameterized; a parameter is a data value that is
supplied by the test environment at runtime. It is possible to initialize a parameter with
a default value.

A TTCN-3 module has two parts: the module definitions part and the module con-
trol part. The module definitions part contains definitions specified by that module.
These definitions can be used everywhere in the module and may be imported from
other modules. The module control part is the main program of a module. It describes
the execution sequence of the test cases. The control part can use the verdicts delivered
by test cases to select the next test case to be executed. The control part of a module can
call any test case known in the module, i.e. locally defined in the module or imported
from another module.
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Test System and Test Cases

A test case (TTCN-3 keyword testcase) is executed by a test system. TTCN-3 al-
lows the specification of local and distributed test systems with static and dynamic test
configurations. A test system may consist of a single test component or of a set of in-
terconnected test components. It has well-defined communication ports and an explicit
test system interface, which defines the boundaries to the test system. The set of test
components together with their connections to the SUT and to other test components
constitute the test configuration.

Within every test system, there is one Main Test Component (MTC). All other test
components are called Parallel Test Components (PTCs). The MTC is created and
started automatically at the beginning of each test case execution. The behaviour of
the MTC is specified in the body of the test case definition. A test case terminates
when the MTC terminates. This implies also the termination of all PTCs. During the
execution of a test case, PTCs can be created, started and stopped dynamically. A test
component may stop itself or can be stopped by another test component.

For communication purposes, each test component owns a set of local communica-
tion ports. Each port has an in- and an out-direction. The in-direction is modelled as
an infinite FIFO queue, which stores the incoming information until it is processed by
the test component owning the port. The out-direction is directly linked to the commu-
nication partner which can be another test component or the SUT. This means that that
outgoing information is not buffered.

During test execution, TTCN-3 distinguishes between connected and mapped ports.
Connected ports are used for the communication with other test components. If two
ports are connected, the in-direction of one port is linked to the out-direction of the
other, and vice versa. A mapped port is used for the communication with the SUT. In
TTCN-3, connections and mappings can be created and destroyed dynamically at run-
time. There are no restrictions on the number of connections and mappings a component
may have. A component may be connected to itself. One-to-many connections are al-
lowed. For the communication among test components and between test components
and the SUT, TTCN-3 supports message-based and procedure-based communication.
Message-based communication is based on an asynchronous message exchange. The
principle of procedure-based communication is to call procedures in remote entities.
This allows a test component to emulate the client or server side during a test. Further-
more, for asynchronous message based interactions, unicast, multicast and broadcast
communication are also supported by TTCN-3.

Test cases define test behaviours which can be executed to check whether the SUT
passes the test or not. A test case is considered to be a self-contained and complete
specification of a test procedure that checks a given test purpose. The result of a test
case execution is a test verdict.

TTCN-3 provides a special test verdict mechanism for the interpretation of test runs.
This mechanism is implemented by a set of predefined verdicts, local and global test
verdicts and operations for reading and setting local test verdicts. The predefined ver-
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dicts are pass, inconc, fail, error and none. They can be used for the judgment of
complete and partial test runs. A pass verdict denotes that the SUT behaves according
to the test purpose, a fail indicates that the SUT violates its specification. An inconc
(inconclusive) describes a situation where neither a pass nor a fail can be assigned. The
verdict error indicates an error in the test devices. The verdict none is the initial value
for local and global test verdicts, i.e. no other verdict has been assigned yet.

During test execution, each test component maintains its own local test verdict. A
local test verdict is an object that is instantiated automatically for each test component at
the time of component creation. A test component can retrieve and set its local verdict.
The verdict error is not allowed to be set by a test component. It is set automatically
by the TTCN-3 run-time environment, if an error in the test equipment occurs. When
changing the value of a local test verdict, special overwriting rules apply. The overwrit-
ing rules only allow that a test verdict becomes worse. For example, a pass may change
to inconc or fail, but a fail cannot change to a pass or inconc. All local test verdicts
contribute to the final global test verdict of the test case. For this, the overwriting rules
explained above are also used, i.e. the worst local verdict will become the final global
verdict of the test case.

Test Behaviour

TTCN-3 allows an easy and efficient description of simple and complex, sequential and
parallel test behaviours in terms of sequences, alternatives, loops, stimuli and responses.
Stimuli and responses are exchanged at the interfaces of the SUT, which are defined as
a collection of ports. The test system can use a single test component for sequential test
procedures or a number of test components to perform test procedures in parallel. Like-
wise to the interfaces of the SUT, the interfaces of the test components are described as
ports.

An alt statement describes an ordered set of alternatives, i.e. an ordered set of al-
ternative branches of behaviour. Each alternative has a guard. A guard consists of
several preconditions, which may refer to the values of variables, the status of timers,
the contents of port queues and the identifiers of components, ports and timers. The
same precondition can be used in different guards. An alternative becomes executable,
if the corresponding guard is fulfilled. If several alternatives are executable, the first
executable alternative in the list of alternatives will be executed. If no alternative be-
comes executable, the alt statement will be executed as a loop until one of the guards
will permit entering an alternative.

In TTCN-3, a default mechanism can be used to handle communication events
which may occur, but which do not contribute to the test objective. A default behaviour
can be specified by an altstep which then can be activated as a default behaviour. It is
possible to define complex default behaviour by having activated several altsteps at the
same time. For each test component, the defaults, i.e. activated altsteps, are stored in a
list of defaults in the order of their activation. The default behaviours can be activated
or deactivated through the TTCN-3 operations activate and deactivate. These oper-
ations operate on the list of defaults. An activate operation appends a new default to
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the beginning of the list and a deactivate operation removes a default from that list.

The default mechanism is invoked at the end of each alt statement, if the default list
is not empty and if due to the current state none of the alternatives is executable. The
default mechanism invokes the first altstep in the list of defaults, i.e. the altstep which
has been lastly activated, and waits for the result of its termination. The termination
can be successful or unsuccessful. Unsuccessful means that none of the alternatives of
the altstep defining the default behaviour is executable, successful means that one of the
alternatives has been executed.

In case of an unsuccessful termination, the default mechanism invokes the next de-
fault in the list. If the last default in the list has terminated unsuccessfully, the default
mechanism will return to the alt statement and indicate an unsuccessful default execu-
tion. An unsuccessful default execution causes the alt statement to be executed again.

In case of a successful termination, the default may either stop the test component
by means of a stop statement, the main control flow of the test component will con-
tinue immediately after the alt statement from which the default mechanism was called
or the test component will execute the alt statement again. The latter has to be specified
explicitly by means of a repeat statement.

Communication and Test Data

For the communication among test components and between test components and the
SUT, TTCN-3 supports message-based and procedure-based communication. Message-
based communication is based on the exchange of messages via buffers. This kind of
communication is often called asynchronous communication, because the sending and
receiving of a message are decoupled. A sender continues its execution after sending
the message without waiting for an answer. Procedure-based communication uses re-
mote procedure calls for communication. This kind of communication is often also
called synchronous communication, because the caller of a remote procedure is nor-
mally blocked during the treatment of the call, i.e. caller and callee are synchronized
via the call.

TTCN-3 offers the following operations for procedure-based communication:

• call: to invoke a remote procedure;

• getcall: to accept a call from remote;

• reply: to reply to a previously received call;

• getreply: to accept a reply;

• raise: to report an exception to a previously received call;

• catch: to collect an exception reported by a remote procedure invocation.
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For message-based communication, TTCN-3 offers the following operations:

• send: to send a message;

• receive: to receive a message;

• trigger: to discard all messages until the specified message is received.

TTCN-3 offers different possibilities to specify test data. The structure of test data
can be described by means of pre- and user-defined data types and signatures (for
procedure-based communication). Data values, value sets and value ranges can be spec-
ified by means of constants, variables, data templates and signature templates. Besides
this, TTCN-3 offers also the possibility to import data described in other languages like,
for example, ASN.1, IDL or XML.

Most of the predefined data types of TTCN-3 are similar to the basic data types
known from programming languages like C, C++ or Java. However, some of them are
special to TTCN-3:

• Port types define the characteristics communication ports, i.e. kind of communi-
cation, communication direction, data to be exchanged via a port of this type.

• Component types define the properties of test components, i.e. ports and local
variables, timers and constants owned by a component of that type.

• The verdicttype is an enumeration type which defines the possible test verdicts,
i.e. pass, fail, inconc, error and none.

• The anytype is a union of all known TTCN-3 types of a TTCN-3 module; an
instance of anytype is used as a generic object which is evaluated when the value
is known.

• The default type is used for default handling. A value of this type is a reference
to a default.

For the definition of structured data types, TTCN-3 supports ordered and unordered
structured types such as record (ordered structure), record of (ordered list), set (un-
ordered structure), set of (unordered list), enumerated and union. Furthermore, for
procedure-based communication, TTCN-3 offers the possibility to define procedure sig-
natures. Signatures are characterized by their name, an optional list of parameters, an
optional return value and an optional list of exceptions.

Templates are the main means to represent test data in TTCN-3. A template is a
data structures used to define a pattern for a data item sent or received over a port. A
template may describe a distinct value, a range of values or a set of values. Distinct
values may be transmitted over a port, whereas templates describing ranges or sets of
values may be matched with data received from the SUT or other test components. Such
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a match is successful, if the received data is an element of the data values described by
the template. Templates can be specified for arbitrary data types (data templates) and
for signatures (signature templates). Furthermore, they can be parameterized, extended
and in other template definitions.

3.3 Presentation Formats

TTCN-3 offers its core language and two standardized presentation formats to serve the
needs of different application domains and users. The textual core language suits best to
persons familiar with a general purpose programming language. A core language based
test development allows using a text editor of the users’ choice and, thus, enables an
easy integration into a test environment.

The tabular presentation format for TTCN-3 (TFT) is defined in part 2 of the
TTCN-3 standard series. It is designed for users that prefer to use tables for test
specification. TFT presents a TTCN-3 module as a collection of tables. TFT highlights
the structural aspects of a TTCN-3 module – in particular type and template structures.

Part 3 of the TTCN-3 standard series defines the graphical presentation format for
TTCN-3 (GFT) [25]. GFT provides a visualization of TTCN-3 behaviour definitions in
an MSC-like manner [16]. It eases the reading, documentation and discussion of test
procedures. It is also well suited to describe of test traces and for analyzing of the test
results. For each kind of TTCN-3 behaviour definition, GFT provides a special diagram
type, i.e. function diagrams for representing functions, altstep diagrams for the visual-
ization of altsteps, test case diagrams for showing test cases and control diagrams for
showing the control part of a module.

However, the work on presentation formats is not finished. Where needed, addi-
tional presentation formats to represent specific aspects of TTCN-3 test suites can be
defined and seamlessly integrated into a TTCN-3 development environment.

3.4 Example

The use of TTCN-3 is demonstrated by a small example to test a web server’s function-
ality. A single request represented by a Uniform Resource Locator (URL) is sent to the
web server. After receiving the request, the web server should respond by sending an
XML file back containing a list of dinosaurs. We expect that the list must contain a
dinosaur whose name is Brachiosaurus. If there is such a dinosaur in the list, the
test verdict is pass.

Core Language Example

In the following, we present the TTCN-3 module for testing the Web server described
above. The module is split into several parts. We first present a part and describe its
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contents afterwards.

Listing 1: Module structure
1 module d i n o l i s t T e s t {
2 modulepar i n t e g e r NUMBER_OF_PTCS := 1
3 with {
4 e x t e n s i o n (NUMBER_OF_PTCS)
5 " D e s c r i p t i o n : D e f a u l t number of PTCs " ;
6 }
7 type record u r l T y p e {
8 c h a r s t r i n g p r o t o c o l ,
9 c h a r s t r i n g hos t ,

10 c h a r s t r i n g f i l e
11 }
12 t empla te u r l T y p e u r l T e m p l a t e := {
13 p r o t o c o l := " h t t p : / / " ,
14 h o s t := "www. t e s t i n g t e c h . de " ,
15 f i l e := " / TTCN−3_Example / d i n o l i s t . xml "
16 }

In the lines 7 to 11 of Listing 1, we specify the structure of a URL by defining the
record urlType. The urlType consists of fields for a protocol (line 8), a host
(line 9), and a file (line 10). All fields are of type charstring since the request to a
Web server also is a string. Until now, we specified only which fields a URL is com-
posed of. We did not specify the values of the fields. This is done within the template
declaration with name urlTemplate (lines 12 to 16). In this template, the protocol
field is set to http://, the host field is set to www.testingtech.de and the file
is set /TTCN-3_Example/dinolist.xml. This means, the complete URL sent to
the Web server is

URL http://www.testingtech.de/TTCN-3_Example/dinolist.xml.

Listing 2: Types and templates
1 type s e t o f d i n o s a u r T y p e d i n o l i s t T y p e ;
2 type record d i n o s a u r T y p e {
3 c h a r s t r i n g name ,
4 c h a r s t r i n g l en ,
5 c h a r s t r i n g mass ,
6 c h a r s t r i n g time ,
7 c h a r s t r i n g p l a c e
8 }
9 t empla te d i n o s a u r T y p e B r a c h i o s a u r u s T e m p l a t e := {

10 name := " B r a c h i o s a u r u s " ,
11 l e n := ? ,
12 mass := ? ,
13 t ime := ? ,
14 p l a c e := ?
15 }
16 t empla te d i n o l i s t T y p e D i n o L i s t T e m p l a t e := {
17 ? ,
18 ? ,
19 B r a c h i o s a u r u s T e m p l a t e ,
20 ? ,
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21 ? ,
22 ? ,
23 ?
24 }

In the next step, we define the answer that we expect from the Web server during
the test. As already mentioned, we expect a list of dinosaurs, where one of them must
have the name Brachiosaurus. As we don’t know at which position of the list our
expected dinosaur is, we define a type dinolistType (line 1), which is a set of
dinosaurs.

A dinosaur represented by the record type dinosaurType (lines 2 to 8). It con-
sists of the fields name (line 3) which specifies the name of the dinosaur, len (line 4)
which specifies the length (length is a keyword in TTCN-3 and can therefore not used as
field name), mass specifying the weight (line 5), time describing when the dinosaur
lived (line 6) and place specifying the place where the dinosaur lived (line 7).

A template for dinosaurs with the name BrachiosaurusTemplate is defined
in the lines 9 to 15. As it is not important which length and mass the dinosaur had or
when and where it lived, these fields were filled with a ? wildcard meaning any value
is accepted as valid, i.e. these fields must be filled with a charstring but the concrete
values do not matter.

For the list of dinosaurs, the template DinoListTemplate is defined (lines 16
to 24). During the test we expect to receive a list of seven dinosaurs from the Web
server. The third dinosaurs in the list must be a Brachiosaurus. For this, the tem-
plate BrachiosaurusTemplate is reference in the DinoListTemplate tem-
plate (line 19). The other fields of DinoListTemplate must be valid dinosaurs, but
their kind is is irrelevant. This is specified again by using the matching for any value
symbol ?.

Listing 3: Port and component types
1 type component ptcType {
2 port h t t p P o r t T y p e h t t p P o r t ;
3 t imer l o c a l T i m e r := 3 . 0 ;
4
5 }
6 type port h t t p P o r t T y p e message {
7 out u r l T y p e ;
8 in d i n o l i s t T y p e ;
9 }

10 type component mtcType {}
11 type component sys temType {
12 port h t t p P o r t T y p e h t t p P o r t A r r a y [NUMBER_OF_PTCS ] ;
13
14 }

After defining the messages that will be exchanged, test components have to be
specified (Listing 3). We start with the type for the PTCs that will send requests to the
Web server and check the received messages (lines 1 to 5). This component type has the
name ptcType and owns a port and a timer. The port is named httpPort (line 3)
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and of type httpPortType. The timer has the name localTimer and its default
expiration time is set to 3.0 seconds (line 4). The port type definition httpPortType
of httpPort can be found in the lines 6 to 9. It is a port for message-based communi-
cation (keyword message) and it allowed to send messages of type urlType (line 7)
and to receive messages of type dinolistType (line 8).

In a next step, we define the component type mtcType (line 11). This component
type describes the type of the MTC. The MTC is created by the test system automat-
ically at the start of each test case execution. The behaviour of an MTC is the body
of a test case definition. As in the example test case, presented afterwards, the whole
communication with the SUT is done only via PTCs, there is no need to define ports,
variables or timers for the MTC. Hence, the component type mtcType is empty.

Finally, a test component is needed that represents the interfaces to the SUT (lines 11
to 14). It is necessary to define the interfaces where the ports of the PTCs can be mapped
to, so that communication can take place. Therefore, an array of ports is created with a
size of the given module parameter NUMBER_OF_PTCS (Listing 1, lines 1 to 4). Mod-
ule parameters give the possibility to change parameter settings during a test campaign,
without the need to change the TTCN-3 module definitions and to recompile it. Every
module parameter can have a default value; in our case it is set to 1.

Listing 4: Test behavior example (MTC)
1 t e s t c a s e D i n o L i s t T e s t _ 1 ( )
2 runs on mtcType system sys temType {
3 var ptcType p t c A r r a y [NUMBER_OF_PTCS ] ;
4 var i n t e g e r i := 0 ;
5 f o r ( i := 0 ; i < NUMBER_OF_PTCS; i := i + 1) {
6 p t c A r r a y [ i ] := p tcType . c r e a t e ;
7 map ( p t c A r r a y [ i ] : h t t p P o r t , system : h t t p P o r t A r r a y [ i ] ) ;
8 }
9 f o r ( i := 0 ; i < NUMBER_OF_PTCS; i := i + 1) {

10 p t c A r r a y [ i ] . s t a r t ( p t c B e h a v i o u r ( ) ) ;
11 }
12 a l l component . done ;
13 }

Now, the testcase itself and by that the behaviour of the MTC has to be specified
(Listing 4). The name of the test case is DinoListTest_1. The test case body starts
with the definition of an array of components of type ptcType (line 4). The size of
this array is defined by the module parameter NUMBER_OF_PTCS.

Then, the PTCs are created within a for loop (lines 5 to 8). In each cycle of the
loop, a test component is created and its reference is stored in the array of PTCs (line 6).
Furthermore, the port of the newly created test component is mapped to the system port
in the system array of ports httpPortArray.

Once the test configuration is set up in a second for statement (lines 9 to 11), the
behaviour of each PTC is started with the function ptcBehaviour().

With the all component.done statement (line 12), the termination of all parallel
test components is awaited. This ensures that every test component contributes to the
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overall test case verdict.

Listing 5: Test behavior example (function running on a PTC)
1 f u n c t i o n p t c B e h a v i o u r ( ) runs on ptcType {
2 h t t p P o r t . send ( u r l T e m p l a t e ) ;
3 l o c a l T i m e r . s t a r t ;
4 a l t {
5 [ ] h t t p P o r t . r e c e i v e ( D i n o L i s t T e m p l a t e ) {
6 l o c a l T i m e r . s top ;
7 s e t v e r d i c t ( pass ) ;
8 }
9 [ ] h t t p P o r t . r e c e i v e {

10 l o c a l T i m e r . s top ;
11 s e t v e r d i c t ( f a i l ) ;
12 }
13 [ ] l o c a l T i m e r . t imeout {
14 s e t v e r d i c t ( f a i l ) ;
15 }
16 }
17 }

The behaviour of a PTC is described by the function ptcBehaviour() shown in
the lines 1 to 17 of Listing 5. Firstly, a request (the template urlTemplate defined in
Listing 1) is sent via httpPort (line 2). The httpPort is the port of a PTC and has
been mapped to a port of the SUT by the MTC in the test case definition. This means
that messages send on port httpPort are forwarded to the SUT.

Immediately after sending the request, a localTimer is started (line 4) as a watch
dog to avoid infinite waiting for responses. The timer will run 3.0 seconds as this is
the default value of localTimer in the ptcType type definition (Listing 3).

After the start of the timer, an alt statement is used to describe the potential reactions
of the SUT:

1. The expected dinosaur list that matches the DinoListTemplate is received
(line 5). Then the timer is stopped (line 6) and the verdict is set to pass (line 7).

2. Something else is received that does not match the expected response. This is
specified by using a receive operation without a parameter (line 9). In this case,
the timer will also be stopped (line 10), but the verdict will be set to fail (line 11)
as the SUT responded incorrectly.

3. If nothing is received within 3.0 seconds, a timeout message from the timer
localTimer occurs (line 13). Then, the verdict will also be set to fail (line 14).

After that, the PTC terminates. If during test case execution no further PTCs are
running, the MTC terminates also. The final verdict of the test case is the accumulated
test verdicts of all PTCs.
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Figure 4: A GFT Testcase

Listing 6: Control part
1 c o n t r o l {
2 e x e c u t e ( D i n o L i s t T e s t _ 1 ( ) ) ;
3 }
4 }

In the lines 1 to 4 of Listing 6, the module control part for our example mod-
ule is specified. If the control part is called from the test management, the testcase
DinoListTest_1 will be executed (line 2).

Graphical Presentation Format Example

The test behaviour definitions of the TTCN-3 module described in the previous section
can be visualized by means of the Graphical Presentation Format for TTCN-3 (GFT).
Figure 4 visualizes the test case DinoListTest_1. A comparison with the textual
description provided in Listing 4 shows that the information in both presentations is
identical.

The GFT diagram in Figure 5 presents the behaviour of the PTCs. It shows that after
sending the URL request the positive case when receiving the expected answer and the
two negative cases when receiving a wrong or no response.
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Figure 5: A GFT Function

3.5 Test Execution

TTCN-3 standardizes not only the language but also the architecture of an execution en-
vironment for TTCN-3 test suites. The standard architecture of a test system consists of
several entities which communicate mutually through predefined interfaces. The ETSI
specification of the test system architecture is given in two documents: the TTCN-3
Runtime Interfaces (TRI) which is the fifth part of the standard and the TTCN-3 Con-
trol Interfaces (TCI) which is the sixth part of the standard. The TRI and TCI provide
with a defined set of APIs a unified model to realise the TTCN-3 based test systems.
Further extension beyond a pure TTCN-3 based test system are possible [26].

The general structure of a TTCN-3 test system is depicted in Figure 6. A TTCN-3
test system is built-up of a set of interacting entities which manage the test execution (by
interpreting or executing the TTCN-3 code), realise the communication with the SUT,
implement external functions and handle timer operations.

The TTCN-3 Executable (TE) contains the executable code produced by the com-

Figure 6: TTCN-3 Test System Architecture
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pilation of TTCN-3 modules and the TTCN-3 run-time itself. The TE communicates
with the Test Management (TM), the Component Handling (CH) and the Codec (CD)
via TCI. The communication with the SUT is realised by using the TRI which defines
the interfaces between the TE, the System Adapter (SA) and the Platform Adapter (PA).
The different components of a test system have the following functions:

• The TE interprets or executes the compiled TTCN-3 code. It manages the dif-
ferent TTCN-3 entities like test control, test behaviour, test components, types,
values and queues.

• The CH handles the communication between components. The CH API contains
operations to create, start, stop test components, to establish the connection be-
tween test components, to handle the communication operations and to manage
the verdicts. The information about the created components and their physical
locations is stored in a repository within the test execution environment.

• The TM manages the test execution. It implements operations to execute tests, to
provide and set module parameters and external constants. The TTCN-3 logging
mechanismis also realised by this component.

• The CD encodes and decodes values according to their types. The TTCN-3 val-
ues are encoded into bit strings which are sent to the SUT. The received data is
decoded back into TTCN-3 values.

• The SA realises the communication with the SUT. The TTCN-3 communication
operations used to interact with the SUT, are implemented by the SA.

• The PA implements timers and external functions. Timers are platform specific
elements and have to be implemented outside the pure TTCN-3 test system. The
PA provides operations in to handle timers by means of create, start and stop op-
erations. External functions are only declared in a TTCN-3 module. They are
implemented in the PA.

The TCI and TRI operations are defined in IDL [23]. They are mapped to the
test system specific technology. Particularly, TRI and TCI handle aspects like inter-
component communication and timer handling which need to be implemented out-side
the TE. This approach allows the use of different test system implementations, e.g. the
CH may be implemented with CORBA, Remote Method Invocation (RMI) or another
technology. The implementation of the CH is transparent to TE. The TE calls the oper-
ations provided by CH which finally handle the requests.

TTCN-3 tests can run on a single test device or be distributed over several test de-
vices and executed in a parallel and coordinated manner [27, 28].

Figure 7 provides a distributed view of the test system architecture. The TE is in-
stantiated on each test device. The handling of test components, which may be created
on different nodes, is realised by the CH.
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Figure 7: Realisation of Distributed TTCN-3 Test Systems

The TM is executed the test device from which the test runs are being managed
by the user. It is responsible for the user control of the test execution, for the logging
of the distributed tests and for the presentation of the results to the user. The CD, SA
and PA entities are instantiated on each device because their implementation may differ
depending on the underlying, potentially heterogeneous test devices.

3.6 Summary

In this chapter, a detailed introduction into TTCN-3 has been provided. The chapter
explains the concepts behind TTCN-3, the TTCN-3 core language as well as the imple-
mentation and execution of TTCN-3 test systems.

TTCN-3 has been designed especially for testing purposes and provides powerful
testing constructs. These make it the technology of choice for a wide variety of testing
needs. Over the last years, the TTCN-3 technology has been used in different areas
of testing including telecommunication or data communication as well as automotive,
railways, avionics or security systems.

One of the most important characteristics of TTCN-3 is its technology and platform
independence. This allows testers to concentrate on the test logic, while the complexity
of the test realization on a given test device (e.g. operating system, hardware configu-
ration, etc.) is moved to the TTCN-3 platform. Complex test behaviours which involve
multiple interacting test entities are easier to specify in TTCN-3 than in other test frame-
works such as JUnit [29] since technical aspects are hidden behind the abstract language
artifacts.

Typical applications of TTCN-3 include functional, conformance, and interoperabil-
ity testing of various systems on component, integration and system level. There is also
an increasing interest in applying TTCN-3 to performance, load and scalability test-
ing — one example is the application of TTCN-3 for IMS (IP Multimedia Subsystem)
benchmarking [30]. TTCN-3 has gained also special attention in the context of test-
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ing embedded systems [31]. Future work on TTCN-3 will include specializations of
TTCN-3 in further application areas such as financial or medical systems.

4 Classification Trees for Test Data Identification

The classification-tree method (CTM) [32] is a special approach for data generation for
black-box oriented functional testing. By means of the CTM, the input (and output)
domains of a potential SUT are regarded under various aspects assessed as relevant for
the test. For each aspect, disjoint and complete classifications are formed, which yield
a partitioning of the respective domains into equivalence classes. The underlying idea
is known as the test hypothesis which says that the SUT behaves in the same way for all
equivalent stimuli, or, more precisely:

For each sequence of stimuli that belongs to a certain input equivalence
class, the SUT will produce a sequence of responses that belongs to a sin-
gle output class and moreover, the verdict (pass or fail) assigned by the test
system is the same for each response sequence of the SUT that belongs to
that output class.

Note that the test hypothesis makes an assumption about the way the SUT perceives
its input data. As a consequence, the stimuli/response sequences that belong to the same
combination of input/output classes may be considered as equivalent in the sense that it
is not necessary to use the complete input data domain for testing but is suffices to test
for a single representative of the input class.

This partitioning of the input and output data domains by means of classifications
is represented graphically in the form of a tree, allowing for recursive refinement of
classifications. Subsequently, test cases are formed by combining classes of different
classifications. Consider a simple example: A system to be tested accepts inputs of a
specific size (a classification with classes small, large), color (classes are red, green,
blue), and shape (with classes circle, triangle, or square), where triangle shapes can
be additionally subdivided into the classes equilateral, isosceles, and scalene. Thus we
have 3 × 2 × 5 = 30 combinations of attributes. A structures representation of the
possible choices—hence, a tree—is shown in Figure 8.

Boolean expressions on classifications can be used to refer to certain sets of at-
tribute combinations to steer the generation of test cases. Thus for instance if S1 and
S2 are classifications (e.g. size and color in the above example), then the expression
S1 ∗ S2 produces all combinations of representatives of these classes (i.e. the whole
set {small , large} × {red , green, blue}), while S1 + S2 yields a (randomly selected)
representative of this combination. More sophisticated expressions are also possible.
Imagine there are now green triangles:

(Color 6= green ∗ Shape = triangle ∗ Size)

selects the set of green and blue triangles.

FP6-IST-27489 ANA Project - Deliverable D.4.9 Page 26



Figure 8: A classification tree

A similar syntax can be used to define dependencies between classes and thus allows
a fine-grained mechanisms for the definition of possible combinations of classes. For
instance, the expression

color = green ⇒ Shape 6= triangle

simply expresses the fact that there a no green triangles.

Both applications of Boolean expressions have similar effects (namely to reduce the
number of possible combinations of classes), but the former one selects those combi-
nations which are used for test case generation, while the latter restricts the number of
those combinations.

5 Tools

According to the proposed methodology, two tools are going to be used for brick test
development in the ANA project, namely the TTCN-3 development and execution en-
vironment TTworkbench (Section 5.1) and the classification tree editor CTE (Section
5.2).

5.1 TTworkbench — TTCN-3 Development and Execution Envi-
ronment

Testing Technologies IST GmbH (http://www.testingtech.com), a FOKUS spinoff com-
pany specialized in TTCN-3 based technologies, offers TTworkbench, an integrated test
development and execution environment based on Eclipse. TTworkbench supports the
textual format as well as the graphical format. A TTCN-3 compiler, TTthree, translates
abstract test suites into executable ones (using JAVA as intermediate language). A test
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Figure 9: TTworkbench

manager, TTman, provides (concurrent) test case execution as well as extensive log-
ging, i.e. visualization of test execution traces, using a syntax similar to the TTCN-3
graphical format (compare Figure 9).

TTworkbench is available for partners of the ANA project for the duration of the
project on the basis of a free-of-charge research licence.

5.2 CTE — Classification Tree Editor

The classification-tree editor CTE supports the CTM. The two main phases of the CTM-
design of a classification tree and definition of value combination (here called test cases)
in the table—are both supported by the tool. For each phase a suitable working area is
provided (Figure 10).

Additionally, a comfortable syntax (and a corresponding integrated editor) for test
case selection by means of Boolean expression is available.

Warning CTM and the test methodology underlying TTCN-3 and TTworkbench are
developed by different people, using different terminologies, and—worse—equal no-
tions to refer to different concepts. The most confusing instance of notation overload
is the term test case. In the TTCN-3 methodology, a test case is some complete piece
of behavior, data, initializations, etc. performed by a test system in order to stimulate a
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Figure 10: Classification Tree Editor

system under test and to provoke an observable behavior to be compared with a speci-
fied one. CTE uses the term test case to denote data (or conditions) and data (condition)
combinations which lead to distinguishable behaviors of the SUT—thus now a test case
is something which relates to the SUT rather than the test system.

6 Testing Approach

6.1 Objectives and Scope

In the ANA project, we concentrate on functional testing of brick, functional block, and
compartment level, and provide methodological elements to define test cases, perform
test data analysis, and to set-up configurations for these levels. Several other method-
ological elements such as test quality are out of the scope of Task 4.4, partially because
of the lack of resources, but also because of the specific nature of the ANA project as
a research activity: Quality criteria (and thresholds) have to be defined with respect
to product related requirements and usage scenarios in order to be meaningful. For in-
stance, the statement that 90% of all single paths through a specification have been tested
is meaningless until data about the relationship between path coverage and the probabil-
ity that an error (or a certain severeness) has not been found have been established, and
requirements on the acceptable percentage of errors of a certain severeness level have
been formulated. Those data, experiences, and requirements are usually available only
(if at all) in an industrial context.

Another (technical) restriction is already defined by the objectives of Task 4.4: We
restrict ourselves to brick (and ensembles of bricks) testing, which basically means that
we assume the underlying MINMEX system to be working correctly. Since assumption
is not without consequences: Since we use the MINMEX system also as platform for
brick emulation (i.e. to integrate PTCs), a problem detected during a brick test may also
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has it root cause in an error in the MINMEX system, and thus requires integrated fault
tracing of brick developers as well as platform developers.

6.2 Test Methodology

A test methodology comprises several elements:

1. The selection of a suitable test configuration, i. e. the identification of the distri-
bution of system components and test components. Thus for instance a typical
test configuration for validating the implementation of a communication protocol
layer n requires—besides of the implementation under test—an upper test com-
ponents emulating a potential protocol layer n + 1, and a lower layer responsible
for emulating the layer n− 1.

2. The identification of suitable test behaviors and accompanied test data. In pro-
tocol testing, behaviors of the test system can be derived from protocol specifi-
cations just as state machines, message sequence charts, etc. Test data definition
usually require more deep analyses. We propose the use of the classification tree
method (Section 4).

Another related problem is the identification and provisioning of a suitable start
state of the system under test (and the test system as well). For instance, if the data
exchange of a certain brick running on an ANA node is considered, it needs to un-
dergo the registration procedure for bricks in the MINMEX system establishing
its relationship to other bricks before data stimuli can be issued.

3. A set of criteria to estimate the value of the outcome of a test campaign. For the
reasons outlined in Section 6.1 this element is not considered in Task 4.4.

For functional testing of bricks and brick composites (functional blocks and com-
partments) we propose a three step approach with increasingly complex systems under
test, and correspondingly, test system.

1. At the brick level the system under test is a singular brick. On this level, ba-
sic interactions of this brick with arbitrary runtime contexts are considered. For
complexity reasons it is however not possible to emulate all possible behaviors,
timings, and data stimuli of all potential contexts. Thus, although brick level test-
ing is a necessary approach for the validation of brick correctness, it needs to be
complemented by testing approaches which take the actual runtime context of a
brick into account.

2. At the functional block level a complete functional block is considered as system
under test. The test system emulates now other functional blocks located on the
same ANA node as the block under test.

3. At the compartment level, a multiple of ANA nodes establishing the compart-
ment under test is used as system under test. In opposite the more simple levels
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Level Environment

1 Brick functional block

2 Functional block surrounding functional blocks

3 Compartment network topology

4 Cross-compartment network topology; surrounding compartments

5 Application (distributed) application

Table 1: Levels of testing and associated environments

discussed above, the definition of a suitable test configuration is not longer obvi-
ous. For instance, if routing is considered, appropriate testing has to be performed
in a multiple of network topologies.

These levels can be extended even more:

4. Cross-compartment level testing evaluates the interaction of several compart-
ments within the same network.

5. Application level testing estimates the capability of a network to cater the com-
munication requirements of a given (class of) application(s).

7 Test Configurations

Table 1 summarizes the level of functional testing which are available for a composeable
network as developed in the ANA project. We continue with a more detailed discussion
of configurations for the levels 1 – 3. Levels 4 and 5 are not part of the activities of
Task 4.4 and thus are discussed only briefly. Note that the level numbering clearly indi-
cates a hierarchy of complexity of testing. For instance, on brick level, we just need to
consider the behavior and data exchange between bricks in the same functional block.
On level two we have to consider possible functional blocks which interact with the
block under test, including possible behaviors, architectures, etc. of these blocks. On
compartment level, we have the choice of a suitable network topology as an additional
degree of freedom.

There are of course no standard solutions to cope with this complexity hierarchy,
nor general guidelines can be provided.

7.1 Brick Level Testing

The most basic test configuration is that for testing a single brick. Since bricks are
generally designed to function within a specific functional block, we use an emulation
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Figure 11: Test configuration for brick level testing

of this environment (i.e. the other bricks forming this functional block) to exercise the
block under test.

Figure 11 shows an example of the transition from the real architecture of a func-
tional block to an emulated test environment for the RIP brick of the IP function block
[33]. The Encapsulation and the Forwarding Table bricks are replaced by (parallel) test
components. Since there is no direct interaction between the RIP and the Checksum
brick, the later component has no emulated counterpart in the test configuration (the
same holds for any component of the application layer).

Note that the configuration outlined in Figure 11 shows only the essential parts. For
the sake of simplicity we have omitted:

1. Coordination mechanisms. As required by the TTCN-3 language specification,
one of the emulating test components has to be the main test component (MTC)
which is responsible for the startup of and coordination with the other component.
Another way is to add a separate MTC for coordination purposes (this has been
done in the case study described in Section 8).

2. Port names/types, message types, protocols, etc.

7.2 Functional Block Level Testing

Increasing the scope from brick level to functional block level testing (but local to a
specific ANA node), results in a test configuration as shown in Figure 12. In this spe-
cific case, the test environment (the emulated part) comprises both of functional blocks
surrounding the block under test (in this case the application level) and a network em-
ulation itself. Similar to configuration discussed in Section 7.1, coordination between
test components and additional information like port names/types are omitted.
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7.3 Compartment Level Testing

Note that functional block level testing incorporates the use of a number of parallel test
components, but is done locally to a specific ana node. Shifting to the network level
aims on the validation of the interaction of several functional blocks, i.e. we target now
the compartment level. An example test configuration (for two ANA nodes) is shown
in Figure 13. With an increase of the number of nodes and the variety of possible node
linkage, the introduction of a main test component (MTC) becomes now mandatory.

7.4 Cross-compartment Level Testing and Application Level Test-
ing

The two most complex levels of testing will not be considered in Task 4.4:

1. Cross-compartment testing is (at least partially) captured by Task 4.3 on inte-
gration, where some compartment combinations are experimentally validated to
a certain degree. The overwhelming variety of possible test scenarios however
makes a structured testing approach impossible given the available resources.

App. PTC
(Brick emu.)

App.PTC
(Brick emu.)MTC

ANA Node ANA Node

IP

Ethernet

IP

Ethernet

vlink vlinkNetwork

Figure 13: Test configuration for compartment level testing
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2. Application level testing is quite difficult since it requires that relevant applica-
tion dependent characteristics are known and somehow systematically structured;
otherwise the derivation of meaningful test scenarios is not possible. Addition-
ally, many of these characteristics are related to performance (for instance are
network delays and delay variations of importance if multimedia applications
are considered). Performance evaluations are however outside the scope of Task
4.4. Moreover, since the ANA implementation has prototypical and—to a large
degree—experimental character and thus its performance cannot be expected to
be competitive to a technology developed in an industrial context utilizing special
hardware support, performance is a quite questionable indicator for the usefulness
and suitability of this implementation.

8 Example

In this section, we are going to illustrate the approach described in Section 6. The sys-
tem we are going to test is part of the IP Functional Block [33], namely the RIP Brick.
We start with a specification of the behavior of this brick if a Route_Up message ar-
rives. The state machine showed in Figure 14 has been copied from [33]

From this specification it can be easily derived that three essentially different alter-
native behaviors exist in dependence of the incoming Route_Up message, namely:

1. The subnet delivered by the incoming Route_Up message is unknown;

2. The subnet delivered by the Route_Up message is known, and the delivered
metric is smaller than the already stored metric for the subnet;

3. The subnet delivered by the Route_Up message is known, and the delivered
metric is equal to or greater than the already stored metric for the subnet;

The classification tree shown in Figure 15 (a CTE screen-shot) specifies these alter-
natives. Since each internal state (subnet unknown/known; metric </≥ stored metric)
corresponds to a specific incoming message, we used the internal state of the RIP Brick
as major indication, omitting the associated cased for the Route_Up message. We
however have added a case in which the message has been corrupted.

The test case specification in the bottom part of the CTE window illustrates the vari-
ety of possible behaviors. It should be noted that not all combinations of the 3×3×2 =
18 classes are meaningful. For instance, the combination subnet unknown/corrupted is
not meaningful, since a subnet specification cannot be obtained from a corrupted mes-
sage. Thus we add an expression (now displayed using the syntax recognized by CTE)

(corrupted ⇔ (Subnet/void AND Metrics/void) AND

(Subnet/void ⇔ Metrics/void).

We have used so-called unambiguous names, i.e. corrupted refers to the complete path
expression RIP_Brick/STATE/corrupted , while the two occurrences of void have
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Figure 14: RIP Brick Behavior Specification

been prefixed by their direct parent classifications Subnet and Metrics, respectively.
Two test cases from the resulting five are selected in Figure 15 (grayish background)—
these test case will be considered in the following.

In parallel to the identification of the relationship between test data and the behavior
alternatives to be tested, a test configuration has to be defined. Since the RIP brick is
under consideration, we have to introduce parallel test components for the Encapsula-
tion Brick (from which the incoming Route_Up message is received and to which the
resulting Route_Up message is sent), and the Forwarding Table Brick (which receives
the Change message).

Moreover, since

1. some initialization activities such as registering of the brick and brick emulations
and provisioning of data to the internal routing tables of the RIP block are re-
quired, and

2. a synchronization of the test components is needed to make sure that no test ac-
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Figure 15: A classification tree

tivities are performed before the initialization has been done completely,

A Main Test Component (MTC) is introduced. Finally, port names are defined. The
resulting set-up is shown in Figure 16. Note that for verdict synchronization, no port
names have to be defined—these are set internally be the TTCN-3 runtime system.

The following three Listings 7, 8, and 9 show the core TTCN-3 code fragments to
check the selected test cases as specified by the data analysis outlined above.

The first code fragment concentrates on the MTC. First, it calls an external function
init_SUT() to perform the required initializations. It would be also possible to perform
these activities directly from the TTCN-3 level. Then it sends synchronization messages
both the the Encapsulation Brick emulation (via the EB_Port) and the Forwarding Table
Brick emulation (via the FT_Port). Finally, it waits until all parallel test components
have been terminated. The final computation of a verdict is done automatically by the
TTCN-3 runtime system.

Listing 7: Main Test Component
1 in i t_SUT ( ) ; /∗ c a l l an e x t e r n a l f u n c t i o n
2 t o do a l l t h e i n i t i a l i z a t i o n
3 a c t i o n s needed ; ∗ /
4 EB_Port . send ( Sync ) ;
5 FT_Por t . send ( Sync ) ;
6 a l l component . done ;

The Encapsulation Brick emulation awaits the Sync message from the MTC, and
sends a Route_Up message to the RIP Brick under test. Then it awaits a correspond-
ing Route_Up message. The completing cases check for an incoming corrupted mes-
sage and a missing message (timeout), respectively (the test system designer is clearly
responsible for setting a suitable timeout value).
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Listing 8: Encapsulation Brick Emulation
1 MTC_Port . r e c e i v e ( Sync ) ;
2 RIP_Por t . send ( Route_UP_Subnet_unknown ) ;
3 RipTimer . s t a r t ;
4 a l t {
5 [ ] RIP_Por t . r e c e i v e ( Route_UP ) {
6 RipTimer . s top ;
7 s e t v e r d i c t ( pass ) ;
8 }
9 [ ] RIP_Por t . r e c e i v e {

10 /∗ c o r r u p t e d message , i . e . a n y t h i n g e l s e
11 n o t p r o p e r l y r e c o g n i z a b l e ∗ /
12 RipTimer . s top ;
13 s e t v e r d i c t ( f a i l ) ;
14 }
15 [ ] RipTimer . t imeout {
16 s e t v e r d i c t ( f a i l ) ;
17 }
18 }

Similar the the Encapsulation Brick emulation, the Forwarding Brick emulation
awaits a startup indication (the Sync message) from the MTC. Then it waits a Change
message from the RIP brick. As before, we need to deal with corrupted and missing
messages.

Listing 9: Forwarding Table Brick Emulation
1 MTC_Port . r e c e i v e ( Sync ) ;
2 RipTimer . s t a r t ;
3 a l t {
4 [ ] RIP_Por t . r e c e i v e ( Change ) {
5 RipTimer . s t op ;
6 s e t v e r d i c t ( pass ) ;
7 }
8 [ ] RIP_Por t . r e c e i v e {
9 RipTimer . s t op ;

10 s e t v e r d i c t ( f a i l ) ;
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11 }
12 [ ] RipTimer . t imeout {
13 s e t v e r d i c t ( f a i l ) ;
14 }
15 }

9 Test Adapter Implementation

If we consider again the test configurations discussed in the Sections 7.1, 7.2, and 7.3,
we note that the main capability that we need to realize these configurations is to emu-
late the behavior of a brick or a set of bricks. Emulated brick (as well as those which
are under test) communicate to other bricks via the MINMEX node system. Network
connectivity is realized by the vlink brick. Hence, each of these configurations can be
realized by using the MINMEX/vlink infrastructure as basic communication and in-
teraction medium. Brick emulations are realized by TTCN-3 parallel test components
which utilize/implement the brick interfaces.

One of the main problems in providing a test system for brick testing in ANA is the
implementation of a suitable system adapter: The TTCN-3 runtime environment pro-
vided by Testing Technologies (Section 5) based on the JAVA programming language,
whereas the MINMEX implementation and associated bricks are solemnly implemented
in C/C++. Fortunately, the problem to test C/C++ based SUTs has not been encountered
the first time, so solution approaches are already available.

There are several possibilities to mediate between JAVA and C/C++ based system:

1. Java Native Interface (JNI).

2. A so-called UDP Adapter.

Experiences with writing test adapters based on JNI showed that this alternative in-
troduces (in many cases) unacceptable performance bottlenecks. Using the alternative
approach, the system adapter is split into two processes, one in implemented in JAVA
(i.e. is an instance of the TRI), the other one is implemented in C/C++ and is responsible
for calling functions of the SUT to issue stimuli. Both adapter parts communicate via a
UDP socket. Test data are encoded into an intermediate format for communication.

In this was, synchronous method calls can be mapped between TTCN-3 and C/C++
in a uniform way (note that a mediation between JAVA and C/C++ is needed only in
the case of synchronous communication). The main problem is to provide a suitable
codec to map translate JAVA data structures (and the conceptually similar strong type
concept of TTCN-3) into C/C++ and vice versa, because of the different type systems
on both sides. In particular, C/C++ supports anonymous pointer structures (void* typed
pointer) which cannot translated into JAVA classes in a generic way. Knowledge has to
be available on how to interpret those pointers. Hence, it is not possible to provide a
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generic approach to provide (or to generate) a generic codec implementation for ANA
brick testing — codecs have to be provided by the test system developers for each brick.

We do not expect that this is a real obstacle, since:

1. Brick developers usually know the semantics of their data. In particular, encod-
ing and decoding these data has to be done also inside the bricks under test, thus
appropriate program code is already available and can be integrated into the test
system with minimal to moderate efforts.

2. The codec implementation is relatively obvious, following a fixed and simple
schema.

10 Outlook

In this report we have introduced two main testing methodologies, namely TTCN-3
based definition of test cases and test suites, accompanied by test data classification
using the classification tree method. Prototypical test configurations for three levels of
brick testing have been identified. The application of these elements has been illustrated
by means of a simplified case study, namely brick level testing of the RIP brick which
is part of the IP functional block.

The purpose of this report is to give brick developers in the ANA project a suit-
able set of methods and tools to perform functional brick testing as a pre-requisite for
integration. We are fully aware that this goal cannot be achieved just by providing a
40+ (or 400) pages document which addresses the problem of system testing from a
very general perspective. Thus this report has to be seen as a starting point for a more
comprehensible set of guidelines which will be developed in the last phase of the ANA
project. According to the initial design philosophy of experimental research proposed
in the ANA project, this development will be done on the basis of experiences from
concrete tests (and the accompanied definition of test systems), starting with a working
tester for bricks of the IP functional block. This tester (which will be available when
the testing activities in the project start in the second half of 2009) will be used as a
technological as well as educational basis to steer the testing activities of other ANA
partners. Complementary to this, a hands-on tutorial is planned to take place in mid
summer to kick-start testing in ANA.

Abbreviations

API — Application Programmer Interface

ASN.1 — Abstract Syntax Notation One

CD — Codec
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CH — Component Handling

CTE — Classification Tree Editor

CTM — Classification Tree Method

ETSI — European Telecommunication Standardization Institute

GFT — Graphical Presentation Format

IDL — Interface Definition Language

IMS — IP Multimedia Subsystem

IP — Internetwork Protocol

IUT — Implementation Under Test

JNI — Java Native Interface

PA — Platform Adapter

PTC — Parallel Test Component

MSC — Message Sequence Chart

MTC — Main Test Component

RMI — Remote Message Invocation

SA — System Adapter

SUT — System Under Test

TCI — TTCN-3 Control Interface

TE — TTCN-3 Executable

TM — Test Manager

TFT — Tabular Presentation Format

TRI — TTCN-3 Runtime Interface

TTCN — Tree and Tabular Combined Notation

TTCN-3 — Testing and Test Control Notation, 3rd edition

UDP — User lDatagram Protocol

URL — Uniform Resource Locator

XML — eXtended Markup Language
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